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JIMII0, CaMOCTOSITENIbHO CcoO3/aBiiee HHGPOPMAIUIO
an00 TONy4yWBIIEEe Ha OCHOBAaHMHM 3aKOHA WU
JIOTOBOpa TMpaBO pas3peliaTh WM OTrpaHUYMBATH
JoCcTyn K HWH(QOpMAIMH, OMNpeNeiseMol 1o
KaKHUMJIINOO MpU3HAKaM

O6nanarens naopmaIuu

[lepconanbHbBIC TaHHBIC —  mobas  uHbOpMaNHMsA,  OTHOCAIIASCS K
ONPENICJICHHOMY ~ WJIM  OIpEelesiieMOMy  Ha
OCHOBaHMU TakoW wuHGpopMaIKH (QHU3HIECCKOMY
U1y (CYOBEKTY MepCOHANBHBIX JAaHHBIX)

O0o3Ha4eHNs U COKpPaLleHNUS

I'BOVY Ne74

KN - KounduaennuansHas nHGOpMaIus

MD — MexcereBoii 3kpan HCJl - HecaHKIMOHUPOBaHHBIN 10CTYI

C3U - Cucrema 3amuThl HHGOPMAITUN

CK3U1 — CpenctBo KpunTorpaguueckoii 3amuThl HHPOpMAIUU

Cp3U1 — CpenctBo 3auuThl HHOOPMAIIUH

®CB Poccun— denepanbHas ciryx06a 6e3onacHoctu Poccutickoit denepanun

OCTOK Poccun — DenepanbHas ciyxk0a Mo TEXHUYECKOMY U SKCTIOPTHOMY KOHTPOJTIO

1 O01mMe moJoKeHus

1.1 Hactosimas [lonuTrka siBISETCS JOKYMEHTOM, IOCTYIHBIM BceM coTpyaHukam ['bOY
Ne74 m Bcem monb3oBaTensiM ero pecypcoB. IlpencraBnser coOoif oQHUIMAIBHO MTPUHSTYIO
pykoBoactBoM ['BOY Ne74 cucremy B3IMIAI0B Ha oOecredyeHue HHPOPMAIMOHHOMN
6e3omacHocT B ['BOY Ne74.

1.2 OcHoBHO¥ 3a7a4eit B o0actu nHpopmanronHoi 6e3onacHoctd ['bOY Ne74 mpusnaer
COBEpIICHCTBOBAHHE Mep M CpeACTB obecreyeHus WHGOpPMAlMOHHOW 0e30macHOCTH
nHpopMmannoHHbix pecypcoB 'BOY No74 B KOHTEKCTE pa3BUTHSI 3aKOHOIATEIBCTBA M HOPM
perynupoBaHus HHPOPMAIIMOHHON JESTEIbHOCTH.

1.3 B pamkax cBoeli paesrenpHOocTH ['BOY No74 o006s3yercs mnpeanpuHUMaTh BCe
BO3MOXKHBIE MEpPBI JUIs 3alIUTHl HH()OPMALIUK OT PHCKa MPUUMHEHUS Bpea, YOBITKOB U ylepoa,
BO3ZHUKAIOIIUX B Pe3yJbTaTe pealu3aiuu yrpo3 HHGOPMAIMOHHON 0€30MacHOCTH WU JIPYTUX
MIPOTUBONPABHBIX JEHCTBUI, CBS3aHHBIX C HapylleHHeM HWHGOPMAIMOHHONH O0€30MacHOCTH
I'BOY Ne449.

1.4 TpebGoBanus nHGOPMAITMOHHOW OE30MTACHOCTH, KOTOpHIE MpeabsaBisaoTcss [ BOY No74,
COOTBETCTBYIOT HessM JesaTenbHocTi ['BOY No74 u mpenHazHadeHbl 11 CHUXKEHHS PHUCKOB,
CBSI3aHHBIX ¢ HH(GOPMAIIMOHHON 06€3011aCHOCTHIO, IO IPHUEMIIEMOTO YPOBHSI.

1.5 Peanuzanus v KOHTPOJIb UCTIOTHEHUS TPEOOBAHMIA, YCTAHOBICHHBIX HACTOSAIIEH

[TonuTuko#, ocymecTBIsIeTcsl paOOTHUKAMU CTPYKTYpHBIX mojpasaencHuii 'bOY Ne74
OTBETCTBEHHBIX 3a HWH(MOPMALMOHHYIO O€30MacHOCTh, B COOTBETCTBUM CO CBOUMH
JIOJDKHOCTHBIMU  MHCTPYKIMSIMU U JPYTUMH BHYTpeHHUMH JokymeHTamu ['BOY Ne74 1o
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.



2 lleau u 3apa4u odecnieyeHust UHPOPMANMOHHOM 0€30MACHOCTH

2.1 Hensamu obecnieuennst nHGopManronHoi 6e3onacHoctr [ BOY Ne74 sustores:

—3amurta uHTepecoB ['BOY Ne74, paOOTHHKOB M HMHBIX CyOBEKTOB HH(GOPMAIIMOHHBIX
OTHOIIIEHUH, B3aummojiercTByromux ¢ ['BOY Ne74, oT BO3MOXKHOTO HaHECEHHUs ymepoa ux
JESTENIbHOCTH TOCPEJCTBOM CIyYallHOTO WM TMpPeJHAMEPEHHOT0 HECaHKIIMOHUPOBAHHOTO
BMeEIIaTeIbCTBA
B mporecc (QpyHKIMOHUpOBaHHUS HHPOpManHOHHBIX cucteM ['BOY Ne74 wmapymienus paOboOThI
TEXHUYECKUX M TMPOTPAMMHBIX CPEACTB, MNPUBOMAAIIETO K HEJOCTYMHOCTH HH(pOpMAIUH,
pasriialieHnio, UCKAKEHUIO, YHUYTOXKEHHUIO 3alluiaeMoi MHPOpMAlMd U €€ HE3aKOHHOMY
HCIOJIb30BaHUIO;

—o0ecrneyeHne YCTOMYMBOTO M KOPPEKTHOTO (YHKIIMOHUPOBAHUSA MPOTPAaMMHBIX U
anmapatHeix KoMnoHeHTOB ['BOY Ne74 u npenocraBisieMbIX CEPBUCOB;

—coOIoficHHe TMPaBOBOTO pPeXHMa HCIOIb30BaHUS MAacCHUBOB M Mporpamm o0paboTku
uH(opMaIuu;

— MIpeA0TBpallleHHuEe pealin3aIuy yrpo3 6e3onacHoctH s AestenbHocTr [BOY No74

2.2 O6bekTaMu HHPOPMAITMOHHBIX MPABOOTHOIICHUN SIBJISTFOTCS:

— uHGOPMaIMOHHBIE PECYPCHI, B TOM YHUCJIE€ C OTPAHUYEHHBIM JOCTYTIOM;

—Tmporecchl  00paboTku wuHpopManuu B HHPOPMAIMOHHBIX cucTtemMax [BOY Ne74
UHGOPMAIIMOHHBIE TEXHOJIOTHH, PErJIaMEHThl U Mpoleaypsl cOopa, 0OpabOTKU, XpaHEHUS W
nepenau nHOOPMaIINK;

—uHbopMalmoHHass UH(PACTPyKTypa, BKIOYAIONIasi CUCTEMbl 00paOOTKH, XpaHEHUS U
aHayM3a MHQPOpPMAIMHN, TEXHUYECKHE M NMpPOrpaMMHBIE CpeACTBa ee O00padOTKH, Mepefaud Hu
0TOOpaKeHHsI, B TOM YHUCJI€ KaHabl HH()OPMAIIMOHHOTO 0OMEHa U TeIeKOMMYHHUKAIIHH;

—CHCTeMBl U CpeACTBa 3alUThl HH(OpManMHU, OOBEKTHl U TMOMEHICHHS, B KOTOPBIX
pa3MeIIeHbl XpaHUIuIa HHHOpMaIIHH.

2.3 CyObextamu MHGOPMAIMOHHBIX OTHOIIEHUN MPH UCHOIB30BaHUU WH()OPMAIIMOHHBIX
cucteM ['BOY No74, zamHTepecoBaHHBIMU B oOecrieueHHH WHGOPMAIMOHHOW OE€30MacHOCTH,
SIBJISIFOTCSL:

—I'BOY No74,kax cOOCTBEHHHK WH(OPMAIMOHHBIX PECYPCOB U OINEpaTOp MEePCOHATBHBIX
JTAaHHBIX;

—pabotHuku nonpasaenacHuit '[bOY Ne74, kak mosb30BaTENM U MOCTABIIUKH HHGOPMAITIH
B MH(GOPMAIIMOHHBIE CHCTEMBI;

—opuanyYeckue U GU3NYECKUe JINIA, CBEACHHUS O KOTOPBIX HAKAIUIMBAIOTCS, XpaHATCA U
obOpabaTeiBaroTcs B HHGOpMaMOHHBIX cucteMax [ bOY No74,

2.4 CyObekThl UH(POPMAIIMOHHBIX OTHOIIEHUH 3aWHTEPECOBAHbI B 00€CTICUCHHH:

—  KOH(UICHIMATBFHOCTU ONpeeNIEHHON YacTH HH(OPMALINH;

— UEJOCTHOCTU UH(pOpMaIuy;

— CBOEBPEMEHHOTO JIOCTYIa K He00X0uMoii UM uHbOpMaIuy;

— 3aIUTHl OT HABA3BIBAHUS UM JIOKHOMU (HEIOCTOBEPHOMU, NCKAKEHHOMN ) HH(DOpMAaIIHH;

— pa3rpaHUYEHUs OTBETCTBEHHOCTH 3a HapyUICHHs 3aKOHHBIX MpaB (MHTEPECOB) IPYTUX
CyOBEKTOB HHPOPMAIIMOHHBIX OTHOIIEHUN U YCTAaHOBIIEHHBIX MPaBUI OOpaIEHUS

— ¢ uadopManuei;

— BO3MOXXHOCTH OCYIIECTBIIEHHUSI HEMPEPHIBHOTO KOHTPOJIA M YIPaBJICHUS MPOIlECCaMU
00paboTKHu U mepenaun nHHOpMaInu;



— 3aIUTBl COOTBETCTBYIONIEH YacTH MH(OPMALIUKA OT HE3aKOHHOTO €€ THPAKUPOBAHUS H
pacmipocTpaHEHUsI.

2.5 Jlna noCTWKEHHs Telel 3anuThl U 00ecredeHus] YKa3aHHBIX CBOWCTB MH(OpMAaInH,
cucteMa obecrnieueHusi wHpopManroHHor Oe3zomacHocTH ['BOY Ne74 nomkHa obecreuynBaTth
pelIeHre CIeyoNX 3a1a4:

2.5.1 3ammTy OT BMemaTeNbCTBAa B Mpolecc (YyHKIMOHUPOBAHHS WHGOPMAIIMOHHBIX
CUCTEM IOCTOPOHHHUX U (BO3MOXKHOCTb HCIIOJIb30BAaHUS CHUCTEMBI U JIOCTYIl K €€ pecypcam
JOJKHBI UMETh TOJIBKO 3aperuCTPUPOBAHHBIE MTOJIB30BATEIH ).

2.5.2 PazrpanunueHue A0CTyNa 3aperUCTPUPOBAHHBIX IOJB30BATENCH K ammapaTHBIM,
OpPOrpaMMHBIM M HMH(DOPMAIIMOHHBIM pecypcaM HH(GOPMAIMOHHBIX CHUCTEM (BO3MOXKHOCTH
JOCTyHa TOJBKO K T€M pecypcaM M BBINOJHEHHUS TOJBKO TEX OIepaluii ¢ HUMH, KOTOpPbIE
HEOOXOMMBbI KOHKPETHBIM MOJIB30BATENSIM ISl BBITTOJIHEHUSI CBOMX CITYKEOHBIX 00sS3aHHOCTEH).

2.5.3 Peructpaimuio ¥ NEPUOAMYECKHN KOHTPOJb JACHCTBUH MOJb30BaTeled TMpHU
UCIIOJb30BAaHUU 3alllUIIAeMbIX PECYpPCOB U MMEPHOJUYECKHI KOHTPOJIb KOPPEKTHOCTH UX
IEUCTBUIA.

2.5.4 KoHTposib 1eNOCTHOCTH (oOecrieueHne HEeW3MEHHOCTH) CpeIbl HCIOIHEHUS
IpOrpaMM U €€ BOCCTAHOBJIIEHHUE B ClTyyae HapyIICHUS.

2.5.5 3ammuTy OT HECAHKIIMOHUPOBAHHOW MOIU(HKAIMM W KOHTPOJIb IE€JIOCTHOCTH
ucnons3dyembix B I'BOY No74 mnporpamMMHBIX CpeICTB M JaHHBIX, a TakKe 3alIUTy  OT
HECAHKIMOHUPOBAHHOTO BHEPEHHUS BPEIOHOCHBIX MTPOrPaAMM.

2.5.6 3amuty WHGOPMAIMK OTPAHMYECHHOTO JOCTYIAa, XpPaHMMOW, 0OpabaThIBaeMOMl B
I'BOY Ne74, 0T HECAaHKIIMOHUPOBAHHOTO PA3TJIAIICHUS WU UCKAXKEHUS.

2.5.7 Obecneuenue ayTeHTH(UKAIMK  T0Jh30BaTeeH,  y4aCTBYIOUIUX B
uHGOPMAIIMOHHOM OOMeHe (MOATBEP)KJIEHUE TOJUIMHHOCTH OTMPABUTENSI U TOTydyaTelns
uHbOpMaIlMK), a TaKXkKe OIMpeesieHue aBTOpa MPHU CO3TAaHUM M MOIU(DUKAIMHU HHPOPMAIUH.
2.5.8 ObGecrieueHre UCIPABHOCTH MPUMEHSIEMBIX B MHpopManuoHHbIX cuctemMax ['BOY No74
CPEICTB 3alIUTHl HHPOPMAITIH.

2.5.9 CBoeBpeMEHHOE BBIBIEHHE MCTOYHUKOB Yyrpo3 O€30MacHOCTH HH(OpMaInH,
OPUYUH U YCJIOBUH, CIIOCOOCTBYIOIIMX HAHECEHHIO yiiepba 3auHTEpEecOBaHHBIM CYObEKTaM
MHGOPMAIMOHHBIX OTHOUICHHH, CO3/JaHNe MEXaHU3Ma ONMEPATUBHOTO pearupoBaHUSl Ha YIPO3bI
0e30macHOCTH HHGOPMAITHH.

2.5.10 Co3nanue ycCIOBHHA JJii MHHHUMH3AIMK HAHOCHMOTO YyIiepOa HEempaBOMEpPHBIMU
NeCcTBUSMH, ociabieHre HEeraTUBHOTO BIMSHHS M JIMKBUAALMS TOCIEICTBUNA HapyLICHUS
6e3onacHocTH nHpopManuu B ' BOY Ne74,

2.6 Pemenue BoinienepedrcieHHbIX 3a1a4d B 'bOY Ne74 ocymiectBisieTcs:

2.6.1 VYwuderowm Bcex MOJUIEKANINX 3alUTe UH(YOPMAIIMOHHBIX PECypCOB (KaHAJIOB CBS3H,
anmnapaTHBIX U MPOTPAMMHBIX CPEJICTB).

2.6.2 PernmaMeHTanuei MpoIecCOB OOpabOTKHM TMOJUIeKaAIEH 3amuTe WHOOpMAaIUH,
nevictBuii paboTHukoB ['BOY Ne449 u mepcoHana, OCYIIECTBISIONIETO OOCIYy)XKHBaHUE U
MOIM(UKAIMIO TPOTPAMMHBIX M TEXHHYECKUX CpPEJCTB, Ha OCHOBE YyTBEPKICHHBIX
OpraHU3aI[MOHHO-PACTIOPSAUTENEHBIX JIOKYMEHTOB o BOMpOCam obecrnieueHus
nH(OPMAITMOHHONW 0€30MMaCHOCTH.

2.6.3 Ha3nayeHwem W MOATOTOBKOW PAOOTHHMKOB, OTBETCTBEHHBIX 3a OpPTraHMU3AIlUI0 |

OCYIIIECTBIIEHHE MEPONPHUATHH 1Mo obecredeHuto uHbopMalrmonHo Oe3omacHoctn B ['BOY
Ne74



2.6.4 HanenenueMm Kaxaoro pabOTHHKAa MUHHUMAJIbHO HEOOXOIWMBIMH JUJIsI BHITTOJIHEHUS
UM CBOMX (YHKIIMOHAJIHHBIX 00SI3aHHOCTEH MOJHOMOYHUSMU IO JOCTYMYy K MH()OPMAIMOHHBIM
pecypcam.

2.6.5 3HaHWEM M CTPOTUM COOIIOJCHHEM BCEMU PaOOTHUKAMHU, HCIONB3YIOIMIMMHU U
00CTY>KUBAIOLIUMH allllapaTHble W TMPOTrpaMMHBIE CpEACTBa, TpeOOBaHHM OpraHU3aI[IOHHO
pacmnopsiAUTEIBHBIX IOKYMEHTOB IO BOIIpocaM olecrieueHrs nHHOpMalnOHHONW 6€301acHOCTH.

2.6.6 IlepcoHaJIbHOW OTBETCTBEHHOCTBHIO 3a CBOM JCHCTBHSA KaXJoro pabOTHHKa,
y4acTBYIONIETO B  paMKax CBOMX (YHKUIMOHAIBHBIX O0Osi3aHHOCTEH B  Mpoleccax
aBTOMATU3MPOBAaHHOW 00paboTKM HHQOpPMAIMKM W HMEIOIIEro JOCTYyl K pecypcam
UHGOPMAIMOHHBIX CUCTEM.

2.6.7 Peanuzanuel  TEXHOJIOTHYECKUX npoieccoB  o0paboTku  mHGOpPMAITIH
C HCIOJIb30BAaHHEM KOMIUIEKCOB OpPraHU3allMOHHO-TEXHUYECKHUX MEpP 3alUThl MPOrpaMMHOTO
oOecrneueHns, TEXHUYECKUX CPE/ICTB U JaHHBIX.

2.6.8 [Ilpunatuem wmep 1o oOecredeHut0 (U3HYECKOW IIEJIOCTHOCTH TEXHUYECKUX
CpeICTB MH(POPMAIIMOHHBIX CHUCTEM W MOJAEpXKaHHEeM HEeOOXOIUMOTO YPOBHS 3allUIIEHHOCTH
UX KOMIIOHEHTOB.

2.6.9 MHcnonb3oBaHueM (QU3NYECKUX M TEXHHUYECKHX (IpOrpaMMHO-aIMapaTHbIX)
cpencts 3amuThl pecypcoB 'BOY No74 u agMUHUCTpaTUBHON MOJAJAEPKKON UX UCIIOIB30BAHMUS.

2.6.10 Kontposiem coOro/IeHHs TI0JIb30BaTEISIMU HH(POPMAIIMOHHBIX CUCTEM TPeOOBaHMI
1o obecredeHn o HHPOPMaITMOHHON 0€30IMacCHOCTH.

2.6.11 KOpuanueckort 3amurod wuHTEepecoB ['BOY Ne74 npu B3auMOJEHCTBUU C
IOPUAMYECKUMUA M (PU3UYECKUMH JHUI[AMH OT MPOTHUBONPABHBIX U HECAHKIIMOHUPOBAHHBIX
JIEUCTBUN CO CTOPOHBI ATUX JIUII.

2.6.12 Ilpoeaenuem ananusa 3¢G(HEKTUBHOCTH MPUHATHIX MEP M NMPUMEHSEMBIX CPEJICTB
3amuTel uHPopManmu B ['BOY Ne74 PaspaboTkoil W peanu3anueid NPEIIOKEHHH IO
coBepiieHcTBoBannio C3U1 B 'BOY Ne74

3 Ilpunnunsl odecnievyeHuss UHGOPMAUMOHHOM 0€30MACHOCTH

3.1 IlpuHIUN 3aKOHHOCTH

3.1.1 Tlpu BBIOOpPE 3alNUTHBIX MEPONPHUATHH, PEATM3yEMBIX CHCTEMOH oOecredeHus
nH(pOPMaIIMOHHON 6E€30MMaCHOCTH, JOHKHO COOMIOIAThCS ASMCTBYIONIEE 3aKOHOIATEIbCTRO.

3.1.2 Ilpunatbie Mepbl 3alIUTHI HE JOKHBI MPENSTCTBOBATH JOCTYNY K 3alllUIacMOM
nH(OpPMAIIUK CO CTOPOHBI TOCYIAPCTBEHHBIX WJIM MPAaBOOXPAHUTEIBHBIX OPraHOB, €CIU TaKOM
JOCTYH HEOOXO/IUM B CITy4asiX, IPeyCMOTPEHHBIX 3aKOHOAATETLCTBOM.

3.1.3 IIporpaMMHO-TeXHUUYECKHE CpeacTBa, npuMmeHsembie B ' BOY Ne74 nomxHbl UMETh
COOTBETCTBYIOIIME JUIIEH3MH, OopunuansHo npuodperatbess ['bOY Ne74 y mpencraButeneit
pa3paboTYUKOB STUX CPEJICTB.

3.2 IlpuHIUN CHCTEMHOCTH

[Ipu mocTpoeHun cucrteMbl obecrieueHus: HHHOPMAITMOHHON 0€30MacHOCTH HEOOXOIUMO
MIPUMEHSITh CUCTEMHBIN MOAXO0/, KOTOPBIN MpeArnoIaraeT B3auMoCBs3b MPOIECCOB OPraHU3aAINH
3amuThl UHPOpMannoHHBIX pecypcoB ['BOY Ne74 cormacoBaHHOE NMPUMEHEHHE METOJIOB M
CpencTB 3anuThl HHPOpMaMOHHBIX pecypcoB [ BOY Ne74

3.3 IIpuHIUN KOOPAMHAIIMHA

3.3.1 Ilpu opranuzanum IEUCTBHN 10 oOecreyeHrut0 HMHGOPMAIIMOHHONW 0€301MacHOCTH
pykoBoacTBO ' BOY Ne74 obGecneunBaeT 4eTKYI B3aMMOCBSI3b COOTBETCTBYIOIIMX CTPYKTYPHBIX



Mo/Ipa3JesieHnit MeXay CcOoO0OHM, C MPENCTaBUTENIMU CTOPOHHUX OpTraHU3alUl, OKa3bIBAIOIIUX
YCIIyTH B paMKaXxX JJOTOBOPHBIX 0053aTEIbCTB.

3.3.2 [Ilpu mnOCTpOEHUH, BHEAPEHUH M OKCIUIyaTalldd CHUCTEMBI 0OecredyeHus
nHpopManmonHoit Oe3omacHocTH pykoBojcTBO I'BOY Ne74 oGecmeumBaeT ycCIoBUS IS
3¢ (}eKTUBHOW KOOpIWHAIMU JEHCTBUI BceX JHIl, OO0ecHeurnBamuX HHHOPMAIMOHHYIO
0€30MacHOCTb.

3.4 IlpuHIUN APYKECTBEHHOCTH U MPOCTOTHI

34.1 Cucrema ofecreueHuss uHPoOpManMOHHON Oe3zomacHocTd B [BOY  Ne74
(dbopMupyercst TaKUM 00pa3oM, YTOOBI clielaTh MAaKCUMAIBHO MPO3PAYHBIMU IS TOJIb30BaTeNIeH
nHpopmannonusix cucreM ['bOY Ne74 mporieccsl ee GyHKITMOHMPOBAHUS.

34.2 Cucrema ofecreuyeHuss uHPoOpManMOHHON Oe3zomacHocTd B [BOY  Ne74
BBICTPAaWBaeTCs TaKUM 00pa3oM, 4YTOOBI OTpPaHUYEHHUS OPraHU3AIMOHHOTO M TEXHUYECKOIO
XapakTepa, HajaraeMble Ha coTpyaHUKOB ['BOY Neo74 B cBsi3u ¢ peanuzaiueil 3alIUTHBIX Mep,
CYIIIECTBEHHO HE 3aTPyIHSIN paboTy ¢ pecypcamu nHpopmarmoHHbix cucteM ['bOY Ne74,

3.5 IlpuHIUN NPEeBEHTUBHOCTH

Mepwr, npumensembie ['BOY Ne74 ¢ menpto  obecrieueHus WHGOPMAITMOHHOM
0€30MacCHOCTH, JIOJDKHBI HOCUTH YNPEXKIAIOIUN XapakTep M HE JOMYyCcKaTh peaTu3aluio
COOTBETCTBYIOIIUX YIPO3 U aTaK.

3.6 IlpuHIUN ONITUMAJIBLHOCTH ¥ MHOTOYPOBHEBOCTH

3.6.1 BbiOop equHBIX MPOrPaMMHO-TEXHUYECKHUX CPECTB C LENbI0 COKPAIIEHUS! PACXOI0B
Ha CO3/IaHHe€ U TOJACPKKY (YHKIIMOHUPOBAHUSA KOMIIOHEHTOB CHUCTEMBbI 0OOecredeHus
nH(pOpMaAIMOHHOM 0€30MMaCHOCTH.

3.6.2 TlpuMeHeHne Pa3HOPOIHBIX MPOTPAMMHO-TEXHUYECKUX CPEACTB 3alUTHI, C LIEIBIO
MOCTPOCHHUS IEJIOCTHON cucTeMbl oOecriedeHrsi HHPOPMAIIMOHHON 0€30MacHOCTH U YCTpaHEHUS
BO3MOXKHBIX YSI3BUMOCTEH.

3.6.3 Hcnonw3oBaHue s CO3JaHUs Pa3HBIX pyOexeil oOecriedeHUs: WHPOPMAIMOHHON
0€30MMacCHOCTH CPEACTB, KOTOPhIE UMEIOT CXOXKHUE APYT C APYroM (QPYHKIMH, HO pa3paboTaHHBIE
Pa3IMYHBIMU TIPOU3BOJUTEISIMH U HUMEIOUINE PA3IUYHYI0 JIOTMKY MOCTPOCHUS 3alllUTHBIX
MEXaHH3MOB.

3.7 Il puHIUN YKOHOMHUYECKOI 11eJ1eCO000Pa3ZHOCTH

3.7.1 OcyecTBieHHE OLIEHKH YpOBHS 3aTpaT Ha obecriedeHre 0e30MacHOCTH, IEHHOCTH
MH(POPMAIIMOHHBIX PECYPCOB M BEIMYMHBI BO3MOxHOTO ymepoa mns ['bOY Ne74 B ciydae
HapyluieHus] KOH(PUIEHIIUATBHOCTH, 1IEJIOCTHOCTU U JIOCTYITHOCTH MH(OPMALIMOHHBIX PECYPCOB.
3.7.2 Bp1ibop HEOOXOAMMOTO M JOCTATOYHOIO YPOBHS 3alIUThl MH(GOPMAIMOHHBIX PECYPCOB,
MIPH KOTOPOM 3aTPAThI, PUCK U pa3Mep BO3MOKHOTO yIiepOa sIBISIFOTCS
MIPUEMIIEMBIMH.

3.8 IIpuHIUN HENMPEPLIBHOCTH M HEOMYCTUMOCTH OTKPBHITOT0 COCTOSTHUS

3.8.1 Cucrema obecnieuenust nHpopmannonHoi 6e3onacHoctr B 'BOY Ne74 crpoutcs
TaKiM 00pa3oM, YTOOBI MpoIiecc 3anuThl nHPopMannoHHbiX cuctem ['bOY No74
OCYIIECTBIISJICS HETIPEPHIBHO U IEJICHANIPABICHHO Ha MPOTSYKEHUH BCETO KU3HEHHOTO IHKIa
MH(OPMAIIMOHHBIX CHCTEM.

3.8.2 Cucrema obecnieueHuss nHpopmannonHoi 6e3omacHoctr B 'bOY No74 mpu nmro0bIx
BO3HUKAIOMIUX OOCTOSITENTLCTBAX JIMOO MOJHOCTHIO BHIMOIHIET CBOU (DYHKIIMHU, THOO MOTHOCTHIO
OJIOKUPYET AOCTYII.

3.9 IIpunnun npodeccuoHaanzma



3.9.1 [TIlpuBnedyenwe sl pa3padOTKM W BHEAPEHHS CHCTEMBI  OOecriedeHus
nH(pOpMalMOHHON 0e30MacHOCTH, MPU HEOOXOIMMOCTH, CHEIHATU3UPOBAHHBIX OpTraHMU3AIIHM,
HamOojee  TOATOTOBJIEHHBIX K  KOHKPETHOMY  BHUAY  JIEATEIbHOCTH W  HUMEIOIIUX
COOTBETCTBYIOIIINE JIMIIEH3UH Ha BBITIOJHEHHs pabOT U MPAKTUYECKUH OIBIT B TAHHOW 00JIacTH.

3.9.2 Opranuzanus 1poecCHOHATbHOH  MOATOTOBKM  CBOMX  PAOOTHUKOB ISt
JKCIUTyaTallid KOMIIOHEHTOB CUCTEMBI 0OecrieueHus] HHPOPMAIIMOHHOM 0€301acHOCTH.

3.10 lIpuHuun BHIOOPA pPelIeHU 3aIUTHI

3.10.1 OpueHTauuss Ha TPUMEHEHUE COBPEMEHHBIX BBICOKOTEXHOJOTHMYHBIX PEIICHUA U
MPOrPaMMHO-TEXHUYECKHUX CPEACTB 3alIUTHI, XOPOIIO 3apEKOMEHI0BABIINX Ce0s, HHTYUTHBHO
TIOHATHBIX U HE CIIOXKHBIX B OKCILTyaTalliH.

3.10.2 Hcmonp3oBaHWE OICHKA CTENEHU KOPPEKTHOCTH (YHKIMOHUPOBAHUA U
WCTIOHEHUSI  3alIMTHBIX  (YHKIUH, OTKA30yCTOHYMBOCTH, TMPOBEPKH COTJIACOBAHHOCTH
KOH(UTYpaIK pa3InyHbIX KOMIIOHEHTOB U BO3MOKHOCTH OCYIIIECTBICHHS [EHTPATU30BaHHOTO
aJIMUHHUCTPUPOBAHUS MPU BIOOPE pelieHuH Mo 3auuTe HHOOPMAIIMOHHBIX CHCTEM.

3.11 lIpuHuMn pa3BUTHA

3.11.1 PasButue u OOHOBJIEHHWE Ha PETYIIPHOM OCHOBE CYIIECTBYIOIICH CHCTEMBI
obecrieueHnss THPOPMAIIMOHHON O€30TIaCHOCTH.

3.11.2 OpueHranusi Ha MPEEMCTBEHHOCTh MPUHATHIX paHEE PEIICHUH MO 3aluTe, Ha
aHanu3 (YHKIMOHMPOBAHUS WH(GOPMALMOHHBIX CHUCTEM W CaMOMl CHCTEMBbI oOOecreueHus
nH(pOpMaAITMOHHOM 0€30MMaCHOCTH.

3.12 [IpyuHUMN NePCOHAJbHOM OTBETCTBEHHOCTH U pa3jejieHusi 00A3aHHOCTeH

3.12.1 PyxoBoactBo I'BOY Ne74 ompenenseT mpaBa W OTBETCTBEHHOCTb Ka)JOro
KOHKpETHOro paboTHUKa (B Mpefesiax ero JOHKHOCTHBIX 0Os3aHHOCTEH) 3a obecredeHue
0e3onacHOCTH HHPOPMAIMOHHBIX pecypcoB ['BOY No74,

3.12.2 Cuctema obecrnieuenus napopmannonHoit 6e3onacHoctr ' bOY Ne74 obGecneunBaer
pazaeneHre MOJHOMOYMK B MH(OPMAIIMOHHBIX CHUCTEMaX, OOS3aHHOCTEH M OTBETCTBEHHOCTH
MeXay paOOTHMKaMH, MCKIIIOYAIOIIEe BO3MOXKHOCTh HAPYIIEHUS KPUTHUECKH BaXKHBIX LIS
I'bOY Ne74 nporieccoB WM CO3/IaHUS YSA3BUMOCTEH B 3alUTe WH(OOPMAITMOHHBIX PECYPCOB.

3.13 lIpyHUMN MUHUMM3AIMU TPUBUJIET Il MOJIb30BaTe el

Obecrieuenne TONB30BATENE MPUBUIIETUSAMU MHHHUMAJIBHO  JIOCTAaTOYHBIMHU  JUIS
BBITIOJTHEHUS UMHU cBoux (yHkiuit B [BOY Ne74, B COOTBETCTBHH CO CBOMMH JIOJDKHOCTHBIMH
00513aHHOCTSIMHU.

4 30HbI OTBETCTBEHHOCTH YYACTHUKOB Ipoiecca odecrniedeHuss UHGOPMAMOHHOM
0e30nmacHOCTH

4.1 PykoBoacto 'BOY Ne74

4.1.1 Co3maer ycloBUsA, NMPU KOTOPHIX Kaxawbli paboTHUK ['BOY Ne74 3Haer cBom
00s13aHHOCTH M 3a/1a4ydl B OTHOIIIEHWU MH(POPMAIIMOHHBIX PECYpCOB U oOecrevyrBaeT HajIuuue
HeoOXoauMoro paszaeneHuss (QyHKIMA M TMOJHOMOYHI B IENAX HEJOMYyIIeHHUS KOHQIMKTA
HWHTEPECOB.

4.1.2 Ha3nawaer paOOTHHUKOB, OTBETCTBEHHBIX 3a CO3/JaHWEe W Hcnojab3oBanue C3U,
nHpopmanuu oOpabateiBaecMoir B ['BOY Ne74, peanmmszaiuio TpOIECCOB O0OECTICUCHHS
nH(pOPMaIIMOHHON OE30MMaCHOCTH, a TAKXKE UX KOHTPOJIS.

4.1.3 OO6ecrneunBaeT JOCTATOYHYIO YHCIEHHOCTh U KBaJU(UKAIMIO TEpCOHana,
OTBETCTBEHHOTO 3a TOCTPOEHHE U TMOJJEp)KaHHEe TMPOIecCOB obecreueHus: WHGOPMalMOHHON



6e3omacHoCTH, BHenpeHue u ympasienue C3U, a Taxke KOHTPOIb U MOHHTOPHUHT TEKYIIETO
COCTOSIHHSI CUCTEMBI oOecrieueHust nHpopmarmonHon 6e3onacHoctu ' bOY Ne74.

4.1.4 Vauuuupyert, OCYILIECTBISET TMOAAEPKKY M KOHTPOJHUPYET BBIMIOJHEHUE BCEX
nporieccoB obecnedeHust nHpopmarmoHHou 6e3omacHoct B [BOY No74.,

4.1.5 AHanmu3upyeT pe3yabTaThl PabOT 1Mo obecnedeHN0 HHHOPMAITMOHHONW 0€30MacHOCTH
U Ha UX OCHOBE NPUHHMAET PELICHUS O HEOOXOAMMOCTH Pa3BUTHS CHUCTEMBI OOecredeHUs
nH(pOPMaLIMOHHON 0€30MaCHOCTH, €€ Pa3BUTHUS, O BO3MOXKHOCTU NMPUHATHS OCTaTOUYHBIX PHUCKOB
nH(OPMAIIMOHHONW O€30MacCHOCTH, O BBIICTICHUH PECYPCOB, HEOOXOIMMBIX [UISl pealu3aliu
[Monutuku nHGOpMaIMOHHON OE30MTACHOCTH.

4.2 KomnerentHbie noapasaeienuss 'bOY Ne74

4.2.1 TloarotaBiauBalT mNpemIokeHuss To jgopadbotke IlomuTrku wWHOOPMAITMOHHON
0€30MacHOCTH B YaCTH TEXHUYECKOTO obecrniedueHust HHPOopMaHoHHBIX cucteM [ BOY Ne74,

4.2.2 PazpabatpiBaioT mnpouenypbl 3(G(EKTUBHOIO YIPaBICHUS TEXHUYECKUMU U
MPOrPaMMHBIMH CPeJCTBaMU HH(POPMAIIMOHHBIX CHCTEM U MPHUMEHSIOT MX B TMPAKTUYECKOM
JIEATEIbHOCTH B OTHOIIIEHUHU BCEX cUCTEM, elcTByromux B ' BOY No74.

4.2.3 OpranusyloT ImpoBeJeHHEe HEOOXOJUMOT0 MHCTPYKTaka pabOTHHKOB CTPYKTYPHBIX
MO/Ipa3/IeNIeHuii B 4aCTH BOMPOCOB 0€30MacHOM IKCIUTyaTalli HH)OPMAIIMOHHBIX CHCTEM.

4.2.4 OOGecneuMBarOT 3alIUTy JOCTyMa KO BCEMY CEPBEPHOMY M KOMMYTAIMOHHOMY
000py/ZI0OBaHUIO, HOCHUTEISIM HMH(OPMAIMH, KOTOPHIE HCIONB3YIOTCI B COOTBETCTBYIOIIMX
CTPYKTYPHBIX TOJIpa3AeeHUsX.

4.2.5 OcyuecTBISIOT MEPONPUATHS MO TOAJEPKKE COMPOBOXKIEHUS U HCIOIb30BaHUS
MH(OPMAIIMOHHBIX CHCTEM.

4.2.6 OGecneunBaOT OTKa30yCTOMYHBOCTh BCETO MPOTrPAMMHO-ANIAPATHOTO KOMITJIEKCa U
MPOLEAYPY periaMEeHTUPOBAHHOTO BOCCTAHOBJICHUS pabOOTOCIIOCOOHOCTH TIOCHE OTKa30B
KOMITOHEHTOB.

4.2.8 PerynsipHo OOHOBJISIOT IPOTrpaMMHBIE U TIPOTPaMMHO-aImapaTHbie komruiekcsl C3U
B ['BOY No74.

4.2.9 OcymecTBASIOT TOAACPKKY (PYHKIIMOHUPOBAHUA HH(MOPMAIMOHHBIX CHCTEM U
MPUHUMAIOT HEOOXOAMMBIE Mepbl MO KOH(GUTYPUPOBAHUIO CUCTEM s olecrnedeHus
HEeoO0XoauMoro ypoBHs nH(popmalmonHoi 6e3omacHoctu [ BOY Ne74.

4.2.10 KoHTpoJUpYIOT pabOTOCIIOCOOHOCTh YCTPOMCTB OecrepeOOMHOr0 MUTaHUS
kputnuHbIX 111 [BOY Ne74 mHbOpMAIIMOHHBIX CUCTEM.

4.2.11 OOGecreunBalOT (PU3NYECKYIO 3aIMUTY TMOMEIICHWH, B KOTOPBIX PacrojiararoTcs
kputnunbie 1711 [ BOY Ne74 nndopmanmoHHbIe CHCTEMBI.

4.2.12 OOecrnieunBaIOT COIMPOBOXKJICHUE YCTPOMCTB KOHTPOJISA JOCTyNa B TOMEIICHUS
I'BOY No74.

4.2.13 Ob6ecneunBarot 3amuTy HHpopManmoHHbIX pecypcoB ['BOY Ne74 ot ciaydaiiHOTO
WM HAMEPEHHOT'O YHUUTOKEHUSI, HCKAKEHHUSI, pa3TIIallleHHs.

4.2.14 KoHTpOJIUPYIOT BBHINIOJIHEHHE YCTAHOBJIEHHBIX MPAaBWJI M TIpoleayp oOecreueHus
nHpopmanronHoit 6e3omacHoctu B [BOY No74.

4.3 PykoBoanTesn CTPpYKTYpPHbIX noapasaeienuii 'bOY Ne74

4.3.1 OGs3anbl coOMOMaTh TPeOOBAHMS JIEHCTBYIOIIETO 3aKOHOIATENbCcTBa Poccuiickoit
®denepannu U BHYTpeHHUX T0KyMeHTOB ['BOY No74 B wactu obecrieueHuss mHGOPMAITMOHHOM
0€30MacHOCTH.

4.3.2 O06ecrneynBalOT KOHTPOJb 3a COOJIIOJIGHHEM HOPM U TpaBuUil obOecreyeHus
nH(OPMAIIMOHHONW 0E€30MacHOCTH B CBOEM CTPYKTYPHOM TMOJAPA3JENeHUd U WHGOPMUPYIOT



KOMIIETEHTHOE TOJpa3ieficHue O JIOObIX TOJ03PUTEIbHBIX COOBITUSX WM HapyIIEHUSIX
NEHCTBYIONIMX MpaBuiI obecreyeHus] HHPOPMAIIMOHHOM 0€30acHOCTH.

4.3.3 ObecrneunBarOT COOTBETCTBHE JCHCTBUN paOOTHUKOB moxapaszaeincHus [lomuTuke
nH(OPMAIIMOHHOW ~ 0€30MacHOCTH, BHYTPEHHUM  JOKyMEHTaM 10  HMH(OpPMAIMOHHOM
0e30macHOCTH W JIIOOBIM JIPYTUM pacmnopstkeHussM pykoBojctBa ['BOY Ne74 mo Bompocam
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

4.3.4 Opranu3yroT MpoBeJIeHUE HEOOXOIMMOT0 MHCTPYKTa)xka MO BOMPOCAM BHITIOJTHEHUS
npaBwi  UHGOPMAIIMOHHON 0€30MacHOCTU [l BCeX PaOOTHUKOB CBOETO CTPYKTYPHOTO
Mo/Ipa3iesieHusl.

4.3.5 KoHTpoIupyIOT BBHIMOJTHEHHE Pa0OTHUKAMH B CBOEM CTPYKTYPHOM MOJpa3ielieHUN
YCTaHOBJICHHBIX TMpaBUJ B HeENsIX obOecredeHus] (U3Ndeckorl 0e30MacHOCTH KOMITBIOTEPHOIO
00opy0BaHus U HOCUTENeH nHpOpMaInu.

4.3.6 CBoeBpeMeHHO MH(GOPMHUPYIOT PYKOBOJICTBO O BCEX BBISABIEHHBIX COOSX B paboTe
MH(OPMAIIMOHHBIX CHCTEM.

4.3.7 KOHTpOAHUPYIOT AOCTYI K HEOOXOAUMBIM HH(POPMAIMOHHBIMH pecypcaM pabOTHUKOB
CBOETO CTPYKTYPHOTO MOAPa3/IeJIeHHsI B COOTBETCTBUH C MOTPEOHOCTHIO B MPEENax CIyKeOHBIX
00s13aHHOCTEH.

4.4 Padornuku 'BOY Ne74

4.4.1 CobOmomaroT W BBHIMOAHAIT TpeboBanus [lomuTuku  wHGOPMAITMOHHON
0€301acHOCTH, COOTBETCTBYIOIIMX JIOKAJIBHBIX akToOB, JOkKyMeHTOB ['BOY Ne74 mo Bompocam
nH(pOpMaAIMOHHOM 0€30MMaCHOCTH.

4.4.2 CobmonaroT KOH(OUIEHIINATBHOCTD JAHHBIX, TOCTYI K KOTOPBIM OBLJT UIMH TOJIYYEH.

4.4.3 OOGecrnieunBatoT (hU3MUECKyr0 0€30MacHOCTh BCEr0 TEXHUYECKOTO 00OpYyAOBaHUA U
HocHTenell nHpOopMaIiH, UCTIONB3YEMBIX B paboTe.

4.44 He  pomyckaror CaMOBOJIBHOTO MOAKITIOYEHUS u HCITIOJIb30BAHUSA
B aBTOMATU3MPOBAaHHOW WHGOPMAIMOHHON CHCTEME JIMYHOTO KOMIBIOTEPHOTO M LU(POBOTO
000pyI0BaHus, a TaK)Ke HOCUTENEH HHPOpMAIIHH.

445 He pomyckarOT CaMOBOJBHYIO YCTAaHOBKY MpPOrpaMMHOro oOecredeHus Ha
KOMITBIOTEPBI, BXOJSIINE B COCTaB HUH()OPMAIIMOHHON CUCTEMBI.

4.4.6 CBoeBpeMEHHO UH(DOPMHUPYIOT PYKOBOAMUTENSI CBOETO CTPYKTYPHOIO MOpa3aeTIeHHs
0 BCeX Ciy4asx HapylieHus WHGOPMAIMOHHON OE30MaCHOCTH M O BCEX BBISIBICHHBIX COOSIX B
paboTe mporpaMMHBIX U IPOTrPAMMHO-AIIAPATHBIX CPEICTB.

4.4.7 TIposIBASIOT OCMOTPUTEIBHOCTh B OTHOIICHHH JFOOBIX JIEHCTBHM, KOTOPHIE MOTYT
MOBJIEYB 32 COOOM CHMKEHHE YPOBHA MH(OPMAIIMOHHON O€30MaCHOCTH.

4.5 Croponnue ¢puznyeckue  WPUIANIECKHE JIUIA

CobmoatoT U BBIMONHSIOT TpeboBanus [lonmutuku wHMOpPMaMOHHONW OE30MacCHOCTH,
COOTBETCTBYIOIIMX JIOKAJIbHBIX akTOB U JOKyMeHTOB ['BOY No74 um apyrux pacnopsikeHuit
PYKOBOJCTBA MO BOmpocaM HHGPOPMAIMOHHON O€30MacHOCTH MPH HMCIOIHEHUU JOTOBOPHBIX
0053aTeIbCTB.

5 OcHoBHBbIe TPpeOOBaHMSI 110 3aIUTEe HHGOPMAIIUN OTPAHUYEHHOTO J0CTYyNAa
5.1 O0mue TpedGoBaHuUsA

5.1.1 BIT'BOY Ne74 neo6xoaumo coOII01aTh pexuM O€30IaCHOCTH, MPEyCMaTPpUBAIONTUN
peaTu3aiuio OpPraHU3alMOHHO-TEXHUYECKUX MEPOTPUITHI, HAMpaBICHHBIX Ha OOCCIEeYCHHE
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KOH(MUIEHIINATBHOCTH HH(OpPMALUK, JOCTYNl K KOTOpPOH OrpaHUYeH B COOTBETCTBHH C
TpeOOBaHUAMU 3aKOHOIaTeIbCTBA Poccuiickoit denepariuu.

5.1.2 B TBOY Ne74 ocymecTBiaseTcss 00paboTka W XpaHeHHE HWHOOpMAIUu
OTPaHMYEHHOTO JOCTyma (JOCTYNl K KOTOpOW orpaHudeH ¢enepaibHbIMU 3aKOHAMH U
CITY)KeOHOM HEOOXOIUMOCTHIO).

5.1.3 B TBOY Ne74 nomxeH ObITH pa3paboTaH mepedeHb WH(OpMAIUU OTPAaHUYECHHOTO
JI0CTyTIA.

5.1.4 TBOY Ne74, xak oOnamatenb HWHPOPMAIMK OTPAHUYEHHOTO JOCTyMa, IpH
OCYIIECTBIICHUHU CBOUX MpaB 00s3aHO:

— co0Jr01aTh TIPaBa U 3aKOHHBIE HHTEPECHI HHBIX JIUI;

— TMPUHUMATH MEpHI 110 3aIuTe HHOpMaIUY;

— OrpaHWYMBaTh JOCTyn K HHQPOpPMAIMK, €CIM Takas O0OS3aHHOCTh YCTaHOBJIEHA
(benepaabHBIMU 3aKOHAMH.

5.1.5 TBOY Ne449, kak ob6naaarens HHGOPMAIIUU OTPaHUYEHHOTO JIOCTYTIA, €CJIM UHOE HE
MpeIycMOTpeHo (efepaibHbIMU 3aKOHAMU, BIIPaBe:

— paspemath Wik OrpaHUYMBATh JOCTYI K HHPOPMAIUH, OIPEENITh MOPAI0K

— M yCIIOBUS TaKOTO JIOCTYIIA;

— HCMONb30BaTh HWHGOPMAILMIO, B TOM UHCJIE pPACIpOCTPaHATh €€, IO CBOEMY
YCMOTPEHHIO;

— mepeaaBaTh MH(POPMAIIMIO IPYTUM JIMIIAM Ha YCTAaHOBJIEHHOM 3aKOHOM OCHOBAHUW;

— 3alIMIIaTh YCTaHOBJIEHHBIMH 3aKOHOM CIOCOOaMU CBOMW IpaBa B CIy4yae HE3aKOHHOTO
nosryueHus: THPOpPMAIUHU WK €€ HE3aKOHHOTO UCTIOJIb30BaHUSI MHBIMU JIMIIAMU;

— OCYILECTBJISATh MHBIEC NEUCTBUS ¢ MHPOpPMAIUEH WM pa3peliaTh OCYIIECTBICHUE TaKUX
NEICTBU, eciu 9TU AeUCTBUS HE MPOTUBOpeYaT (perepalbHbIM 3aKOHAM U IPYTMM HOPMATHBHO-
IIPABOBBIM aKTaM PeryJsTOPOB.

5.1.6 TBOY Ne74 sBnsasce oOnagaTteneM HWHGOPMAIMK OTPaAaHUYCHHOTO JOCTyNa, B
CIIy4asiX, yCTAaHOBJIEHHBIX 3aKOHO/1aTeIbcTBOM PD, 00513aH0 00ecTieunTh:

— mnpenotrBpamenne HCJ[ k unbopmanuu u (Win) nepenadyu ee JMlaMm, HE UMEIOUIUM
npaBa Ha JOCTyN K UH(OpMAIIHH;

— cBoeBpeMeHHoe oOHapykeHue pakroB HCJl k undopmarmu;

— HEIOMyUIeHHE BO3JCHCTBHUS Ha TEXHHUYECKHE CpelcTBa 00paboTkKu MHPOpMAIUH, B
pe3yNbTaTe KOTOPOro HapymaeTcs ux (pyHKIHMOHUPOBAHUE;

— BO3MOXKHOCTb peraaMeHTHPOBAaHHOTO BOCCTAHOBJICHUS uHbOopMaIuy,

— MOAUGUIMPOBAHHOM WJIM YHUYTOXKEHHOW BCIEJICTBHE HECAHKIIMOHUPOBAHHOTO
JIOCTYTIA K HEM;

— TIOCTOSIHHBIN KOHTPOJIIb 32 00€CIeYeHHEM yPOBHS 3alUIIIEHHOCTH HH(OPMALINH.

5.1.7 3ammurta wHOpMAIMM OTPAHUYEHHOTO JOCTyIa MPEACTABISAET COOOH MpHUHATHE
MIPABOBBIX, OPraHNU3AIMOHHBIX U TEXHUYECKUX MEp, HAIIPaBJICHHBIX Ha!

— cobOmoeHne KOH(UIEHIIMANBHOCTH WHGpOpMaluu (MCKIOYEHHE HEMPaBOMEPHOIrO
JOCTyTa, KOMMPOBAHHUS, IPEIOCTABIICHUS WIIK PacTpoCTpaHeHHsI UH(POpMAIIH);

— obecrneueHue  1eIOCTHOCTH  WHbopManuu  (MCKIIOYEHHE  HEMPaBOMEPHOIO
YHUUTOKEHUS WIH MOAUPHUIIMPOBAHUS HHPOPMAIIHH);

— peanM3alMio MpaBa Ha JOCTYN K HHpopManuu (MCKIIOUYEHHE HEMpPaBOMEPHOIO
0JIOKMpOBaHUS HHPOPMAIIHH).

5.2 Opranu3anus 3amUTHl KOHPUIEHIIHAIbHOI HHGOPpMAUKN
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5.2.1 [Tpu opranuzaruu B '6OY Ne74 3amuTel nHGOpPMAIIUK OTPAaHUYSHHOTO JOCTYIIA,
HEO0OXOMMO PYKOBOJICTBOBAThCs TpeboBanmsimMu denepanbHoro 3akona ot 27.07.2006 Nel49-
@3 «O6 uHpopmanmu, HHPOPMAIMOHHBIX TEXHOJOTHUSAX W O 3aluTe HHQOpMAIUN» H
®enepanpHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O mnepcoHadbHBIX JTaHHBIX», KOTOpHIE
PETyJIUPYIOT OTHOILIEHUS, CBS3aHHBIE C YCTAHOBJIICHUEM, U3MEHEHUEM U MIPEKPAIIEHUEM peKUuMa
00paboTKH 3amuiaeMoil HHGOpMaITIH.

5.2.2 B TI'BOY No74 HeoOXoauMoO COOJIIOMATh PEKUM 3alTUThI KOH(MUIEHIIUATBLHON
nndopmaruu (ranee — KN):

—orpannuenue nocryna k KW, mytem ycTaHOBIeHUS TMOpsAka oOpaiieHus ¢ 3ToU
uHbopMaIuel 1 KOHTPOJIS 32 COOMIOACHUEM TaKOTO MOPSAKA;

—yueT nul, nonyuuBmux goctyn Kk KW, u (wnm) nun, koTopbiM Takas uHbopMaius Obuia
IpeIocTaBleHa WK TIepeIaHa;

— perynupoBaHue OTHOIIEHUH Mo ucnoib3oBaHuio KU, ¢ paboTHHMKaMu Ha OCHOBaHUU
TPYJOBBIX IOTOBOPOB M KOHTpareHTaMu Ha OCHOBAHHUHU T'PaKIaHCKO-IIPABOBBIX TOTOBOPOB;

—UCIONb30BaHUE MaTepualbHbIX HocuTenel, coaepxamux KW B cOOTBEeTCTBUH ¢
YTBEP>KACHHBIM MOPSAKOM, UCKITIOYAIOIINM HECAaHKIIMOHUPOBAHHBIM TOCTYI K HUM.

5.2.3 Ilns obecneuenns 3ammtel KU, TBOY Ne74 BnpaBe mpuMEHATH CpPeICTBAa U METOJIbI
TEXHUYECKOM 3alUThl, IPEeIIPUHUMATh IpyTrHe, He MPOTHBOpEYallne 3aKOHOJATeNbCTBY PO,
MEpBHL.

5.2.4 B nensix oxpanbl KU, B paMkax TpyI0BbIX OTHOIICHUH HEOOXOIUMO:

— O03HAaKOMHTH TMOJ] PACMUCKy paOOTHUKOB, HocTyn KoTopbix k KW, nHeoOxomum mms
BBIMIOJTHEHUSI MU CBOMX CITy:K€OHBIX oOsi3aHHOCTed, ¢ mepeuHeM KU, U ycTaHOBIEHHBIM B
I'BOY Ne74 pexxumom 3amutsl KU, a Takke MepaMu OTBETCTBEHHOCTH 3a €r0 HApYIICHUE;

—C03/1aTh pabOTHUKAM HEOOXOUMBIE YCIOBUS ISl COOIIO/IEHUS] YCTAHOBICHHOTO PEKUMAa
sammtel KU.

5.2.5 Pabotauku 'BOY Ne74, 06s3aHbI BRITOTHATE ycTaHOBICHHBIA B ' BOY Ne74 pexum
samutel KU, He pasrnamarte uHdopmainuio, cocrasisomyo KW, u He ucnonab3oBaTh 3Ty
MH(OPMALIUIO B JIMYHBIX HENSIX.

5.3 Oco0eHHOCTH 321U THI MEPCOHATBbHBIX JAHHBIX

5.3.1 Tlpu opranmzaiuu B 'bOY Ned449 3amuThl mepcoHaIbHBIX JAHHBIX HEOOXOIUMO
PYKOBOJICTBOBaThCsl TpeOoBaHusaMu DenepanbHoro 3akoHa oT 27.07.2006 Nel52-®d3  «O
NEPCOHAIBHBIX JAaHHBIX», KOTOPBIM DPETyIupyeT OTHOIICHHS, CBA3aHHbIE C OOpabOTKOW
XpaHEHHWEM TEepPCOHANBHBIX MAHHBIX TpaXKIaH U OMpesenseT TpeOOBaHHS MO 3allUTe HUX
KOH(UACHIIMATHEHOCTH.

5.3.2 TBOY Ne74 caMOCTOSTENBHO OMPENEISIET COCTaB U MEepeYeHb Mep, HEOOXOIUMBIX H
JOCTATOYHBIX JIJIs1 0OecrieYeH s BHIIOTHEHHS 00s3aHHOCTEH, MTpelyCMOTpeHHbIX DenepabHbIM
3ak0HOM Nel152-D3 U NpUHATHIMU B COOTBETCTBUM C HUM HOPMATHUBHBIMHU IIPABOBBIMHM AKTaMHU,
ecii uHoe He npeaycMoTpeHo denepanbHbiM 3aKk0HOM Nel52-D3 nnu apyrumu enepaibHBIMU
3aKOHaMHU.

5.3.3 Tlepeuenbp Mmep, BBIMOJHEHHWE KOTOpPHIX obOecreunmBaeTr ['BOY Ne74 B kadecTBe
orepaTopa MepCcOHaIbHBIX TaHHBIX, TOJDKEH BKIIOYATh:

—mHa3zHaueHre B [ BOY No74 0TBETCTBEHHOTO 3a OpPraHHM3aIldi0 00pabOTKH MEePCOHATBHBIX
JTAaHHBIX;

—mganue ['BOY Ne74 noxkyMeHTOB, ONPEACNSIONIMX €ro IMOJUTUKY B OTHOILICHHH
00paboTKH MEePCOHATBHBIX JTAHHBIX, JJOKAJIBHBIX aKTOB IO BOMPOCaM 00pabOTKH MEPCOHANBHBIX
JTaHHBIX, a TaKXe JIOKAJIbHBIX aKTOB, YCTAHABIMBAIOUIMX IMPOLEAYphl, HaNpaBlieHHbIE Ha
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NpeIOoTBpallleHHe U BBISBICHHE HApyIICHWH 3akoHonaTenbcTBa PD, ycTpaHeHHe MOCHeACTBHIA
TaKUX HapyIICHUH;

—IpUMEHEHHE TPABOBBIX, OPraHU3AlMOHHBIX W TEXHUYECKHMX Mep MO OO0ECHeueHHUIo
0€30MacCHOCTH TMEePCOHANBHBIX JTAHHBIX B COOTBETCTBHM cO cTaThedl 19 denepanpHOro 3akoHa
Nel52-03;

— OILIGHKY Bpela, KOTOPbIii MOXKET ObITh MPUYUHEH CYOBEKTaM MEPCOHATbHBIX TaHHBIX B
ciaydae HapymieHus PenepanbHoro 3akoHa Nel52-d3, cooTHolieHHE yKa3aHHOTO Bpela U
IPUHUMAEMbIX OMEPaTOPOM MeEp, HAMPABIEHHBIX Ha 00ecreYeHHne BBITIOTHEHUSI 00A3aHHOCTEH,
npeaycMoTpeHHbIx DeaepanbHbiM 3aKk0HOM Nel52-D3;

—o3HakomsieHne pabotHukoB ['BOY No74, HEnmocpeICcTBEHHO OCYIIECTBISIONINX
00paboTKy MepcoHaJIbHBIX NAHHBIX, C MOJOKEHUSIMHU 3aKoHoJaTenbcTBa PO 0 mepcoHanbHBIX
JTaHHBIX, B TOM 4Hcjie TpeOOBaHUSMHU K 3alllUTe IMEPCOHATBHBIX JIAHHBIX, JOKYMEHTaMH,
onpenenstomumu MonuTHKY ['BOY Ne74 B oTHomeHuM oOpaOOTKH IMEPCOHATBHBIX JaHHBIX,
JIOKAJIbHBIMM aKTaMH IO BOIpocaM OOpaOOTKH MEepCOHAIBHBIX MaHHBIX M OOy4YeHHe, MpHU
HEOOXOMMOCTH, YKa3aHHBIX paOOTHUKOB.

5.3.4 TBOY Ne74 mnpu o00paboTke TMepCOHANBHBIX JaHHBIX OO0s3aHO TPUHUMATh
HeoOXOUMBIE TPaBOBBIC, OPraHU3AIMOHHBIE U TEXHUYECKHE MEephl WM 00ecleyuBaTh HUX
MPUHSITHE 715 3aIUTHI IEPCOHATIBHBIX JAHHBIX OT HEMPABOMEPHOTO WM CIy4YailHOrO JIOCTyMa K
HUM, VHHUUYTOXXEHHUS, W3MEHEHHs, OJOKHUpOBaHUS, KOIUPOBAHUA, MPEAOCTaBICHMUS,
pacnpocTpaHeHUs] MEPCOHANbHBIX JAaHHBIX, a TakKKe€ OT WHBIX HENPaBOMEPHBIX ACUCTBUU B
OTHOIIICHUHU NIEPCOHANIbHBIX JaHHbIX.

5.3.5 Obecneuenne 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTH:

—  OIpeleeHHeM Yrpo3 U HapylmuTeseil 0e30MacHOCTH MEePCOHANBHBIX TaHHBIX MPH
ux 00paboTke B HHPOPMAIIMOHHBIX CHCTEMaX MepcoHaNbHBIX JaHHBIX (manee — MCII/In);

—  mpoBeaeHuem kimaccupukanmmu HCIIJITH B cooTBeTcTBHM C TpeOOBaHHUAMU
[ToctanoBnenus [IpaBurensctBa PO ot 01.11.2012 Nel119 «O6 yTBepkaeHun TpeOOBaHUN K
3alllUTe TMEpPCOHANBHBIX JaHHBIX NpHU UX 00paboTke B HH(POPMAIMOHHBIX CHCTEMax
NEPCOHANBHBIX JaHHBIX», U OnpeeneHue kinacca 3amuieHHoctu ans UCIIx;

—  TpPUMEHEHUEM OpraHM3allMOHHBIX W TEXHUYECKUX Mep MO 00ecrneyeHUIo
0€30MacHOCTH TMEPCOHANBHBIX JAaHHBIX Mpu uX 00pabotke B MCII[AH, HEOOXOIUMBIX Ui
BBIMIOJIHEHHUsI TPeOOBaHWM K 3allUTe NEPCOHAIBHBIX JAaHHBIX, MWCIOJIHEHHE KOTOPBIX
oOecrieunBaeT BHIOpAHHBIE YPOBHU 3aIUIIIEHHOCTH MEPCOHANBHBIX JTaHHBIX;

—  TpPUMEHEHUEM TMPOUIEANINX B YCTAHOBICHHOM TMOpSIKE MPOIEAYPY OLEHKH
COOTBETCTBUS CPEJCTB 3aIIUTHI HH)OpMAIIHH;

—  OueHKoN 3(h(eKTUBHOCTH NMPUHUMAEMBIX MEp MO OOECHEeYeHHI0 OE30MacCHOCTH
MEePCOHANIbHBIX JaHHBIX 10 BBoAA B akcIutyaranuio UCIITH;

—  Y4eTOM MAaIIMHHBIX HOCHUTEJIEH MepCOHaIbHBIX TaHHBIX;

—  obnapyxenueM ¢akroB HCJI k mepcoHaIbHBIM TaHHBIM U IPUHITUEM MED;

—  BOCCTAQHOBJICHHEM  TEPCOHANBHBIX  JIAHHBIX, MOAU(DUIIMPOBAHHBIX  WIH
yHuuTO)KeHHbIX Benenctsue HCJ k HuMm;

—  YCTaHOBJIEHHEM IPaBHJI JOCTYMa K MePCOHAIBHBIM JIaHHBIM, 00pabaThIBaeMbIM B
HCIIOH, a Takxke oOecredyeHHEM PETHCTPAllMM M ydeTa BCEeX JICWCTBHM, COBEpPIIAEMBIX C
nepcoHaabHbIMU TaHHbIMU B CII/IH;

—  KOHTpPOJieM 3a MpPHUHMMAaeMbIMH MepaMu M0 00ecleyeHno Oe30MacHOCTH
MEePCOHAJIbHBIX JaHHBIX M YpoBHA 3amuineHHoctu NCII/IH.
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5.3.6 Pabotauku AIIP momkHBI OBITH O3HAKOMJICHBI TOJI POCTHCH ¢ JoKyMeHTamu AlIP,
YCTaHABJIWBAIOIIMMH TOPSIOK 00paOOTKH TEePCOHAIBHBIX JaHHBIX, a TaKXe 00 WX IpaBax,
0053aHHOCTIX U OTBETCTBEHHOCTH.

6 OcHoBHbBIE TPeOOBaHUS K MpoleccaM odecnevyeHnsi MHPOPMAITUOHHOM
0e30MmacHOCTH

6.1 O0mme mMoI0KeHHUS
Meroaudeckoe PyKOBOJACTBO, pPa3paOOTKy KOHKPETHBIX TpeOOBaHWUN TIO0 3alllHTe
nH(pOpMaIUU, COTIaCOBaHKME BBIOOPA CPEJCTB BBIUNCIUTEIHPHOM TEXHUKH U CBS3HU, TEXHUYECKUX
M TPOTPAMMHBIX CPEJICTB 3alllUThI, OPTaHHW3AIMI0 PAabOT MO BBIABICHUIO BO3MOXKHOCTEH |
MPEAYNPEKACHUIO YTEUKH ©  HApPYMICHHWsS IEJOCTHOCTH  3alldIaeMod  WHGOpMAIU
OCYIIECTBIISIOT KOMIETEHTHbIE NojpasaeneHus [ bOY Ne74,
6.2 dusnyeckasi 0e30MACHOCTH M 0€30M1ACHOCTH HA padoyeM mMecTe
6.2.1 Cucrema 3amuTthl 37aHuii U noMemeHnii TBOY Ne74, 00BEKTOB M TEXHUYECKHX
cpencts uHGoOpManuoHHBIX cucteM [BOY Ne74 oGecreunBaeT BBITIOJIHEHHE CIIETYFOITUX
byHKIMIHA:
— pasrpaHUYeHHE J0CTyrna paboTHUKOB B moMemieHus ['bOY Ne74 B COOTBETCTBUHU C UX
MTOJTHOMOYHAMH U (YHKIIMOHATLHBIMHU 00S3aHHOCTSIMU;
—peructpanuto  ¢$akToB BXoJa paOOTHUKOB B TOMEIICHHUS C  ITOBBIIICHHBIMH
TpeOOBAHUAMU K PEKUMY HX MOCEIICHUS (CEpBEPHBIE TOMEIICHHS, ADXUBHI U T.11.);
— peructpanuo GakToB BX0jAa MOCTOPOHHUX JinIl B 31aHust [ BOY Ne74;
—IpeAO0TBpallleHne JOCTyla TIOCTOPOHHHMX JIMII B TIOMEIIEHHUs, TJe pa3MeIIeHbI
arnmapaTHBIC U CETeBBIC PeCypChl HHPOPMAIIMOHHBIX CHCTEM;
— pa3penmTeIbHBIN peXUM BHOCA/BBIHOCA (BBO3a/BBIBO3A) KOMITHIOTEPHOTO
000py1I0BaHUs, CPEACTB 3aIUCH U XPAaHSHUS HHHOPMAITHH.
6.2.2 OmpenensieTcss TMepedeHb TEXHUYECKUX CPEICTB, HAXOJSIIMXCA B CHEIUATBHBIX
KOHTPOJIMPYEMBIX 30HaX.
6.2.3 K TeXHMYEeCKUM CpeICTBaM, KOTOPHIE BBIICIISIOTCS B CIICIIUATIbHBIE KOHTPOJIUPYEMbIS
30HBI HEOOXOIMMO OTHECTH CJICTYIOITUE TPYIIIBI PECYPCOB:
— OCHOBHBbIE HMH(OpPMAIIMOHHBIE CEPBEPHI W CPEJICTBA BBIYMCIUTEIBHOW TEXHUKH, Ha
KOTOPBIX OCYIIECTBIISIETCS 00paboTKa M XpaHeHHEe HH(DOPMAITUH OTPAaHUIECHHOTO
—  pacmpocTpaHEHUs,
— ceTeBoe 000PYI0BaHKE U CEPBEPHI, 00CCIICUNBAIONINE PAOOTY KPUTHUYECKUX CHCTEM;
— (aitnoBbIe cepBePHI, HA KOTOPBIX XPAHATCS JaHHBIC, B TOM YHCJIC PE3EPBHBIC;
— KputhuHble s gAestenbHocTH ['BOY  Ne74  cucremMbl M KOMMYHUKAIlMOHHOE
obopynoBanue, obecrieunBaroliee BHeNTHUE KoMMyHUKaruu ' BOY Ne74,
6.2.4 KoHTpoJIMpyeMbI€ 30HbI 3aIIHUIIAIOTCS COOTBETCTBYIONIUMU CUCTEMAaMU KOHTPOJIS U
YIPaBJICHUS JOCTYIIOM, 0OeCTIeUrBasi JOCTYIT TOJbKO aBTOPU30BAHHOMY TIEPCOHAITY.
6.2.5 JlocTynm B KOHTPOJIMPYEMbIC 30HBI CTOPOHHUX JIUIl WJIH TPEJACTaBUTEICH IPyTHX
OpraHU3aIMil BO3MOKEH TOJIBKO B COITPOBOXKIECHUHN yIOJHOMOYEeHHOTO padoTHHKa [ BOY Ne74.
6.2.6 Pa3memenne W OKCIuTyatanus pabo4YuMX CTaHIUH, CEPBEPOB U  CETEBOTO
obopynoBanus AIIP ocymiecTBisieTcss B MOMENIEHUAX, 000PYAOBAaHHBIX 3aMKaMH, CPEJICTBAMHU
CUTHAIM3AIMd W (IpU HEOOXOJUMOCTH) TIIOCTOSSHHO HAaXOJAIIUXCS TIOJlT OXPaHOH WIH
HaOJIIOJEHUEM.
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6.2.7 Pa3melnieHrne TEXHMUYECKHUX CPEICTB BBIBOJAA M OTOOpakeHHs HHPOpMAIMM B
noMemeHusix 'bOY Ne74 mpous3BOAUTCS C y4ETOM HMCKIIFOYEHHUS BO3MOKHOCTH BHU3YaJIBHOTO
MPOCMOTpa HHPOPMAIMH TOCTOPOHHUMHU JIUIIAMHU U TIEPCOHAIIOM, HE JOMYIIEHHBIM K paboTe ¢
JTaHHOHM MHpOpMaITUEH.

6.2.8 Pabotauku 'bOY Ne74 Ha MOMEHT CBOETO OTCYTCTBHUS Ha pabodyeM MecTe 00sS3aHbI
WCKITIOYUTh BO3MOXKHOCTb HaJIM4Yusi Ha paboyeM CTojJe [OKYMEHTOB WJIM HOCHTENeH ¢
3amumaeMon nHpopmaruei.

6.2.9 Texnuueckue cpeacTBa U 000pPYAOBaHUE JTOJKHBI Pa3MEIIaThCs U XPAHUTHCS TaKUM
o0pa3oM, UYTOOBI  COKpPAaTUTh  BO3MOXHBIM PUCK €ro  TOBPEXACHUS W  yIrpoO3bl
HECaHKIMOHUPOBAHHOTO JJOCTYTIA.

6.2.10 ITomemenuss 'BOY No74 nomxHBI OBITH 000PYIOBAaHBI IETEKTOPAMH OTHS U JBIMA,
OTHETYLIUTENSIMU, CUCTEMaMH KOHJAMIIMOHUPOBAHUS BO3/yXa, CPEICTBAMU OXPaHHO-MOKaPHON
CUTHAJIM3aIUH.

6.2.11 OcHoBHoOe TexHuuyeckoe obopynoBanue 'bOY No74 nomkHO OBITH 3aIIMINEHO OT
nepeboeB B MMOJaye AJIEKTPOIHEPTUU MyTEM MOIKIIOYEHHUS K DJIEKTPOCETH C MPUMEHEHHEM
HUCTOYHUKOB OecmnepeboiiHoro mutanus. MctouHuku OecriepeOOWHOTO MUTAHHUS HEOOXOIUMO
pEeryJIIpHO TECTHUPOBATh M TIPOBEPATHh YIOJIHOMOYEHHBIM paboTtHukam ['BOY No74 B
COOTBETCTBUU C PEKOMEHIALUSIMHU MTPOU3BOTUTEIIS.

6.2.12 Tlonp3oBaTenu MOPTATUBHBIX TEXHUYECKUX CPEACTB HE JOJKHBI OCTaBIISITh
TEXHUYECKOEe 000pyI0BaHNe U HOCUTEIN HH(popMalu 6e3 mpucMoTpa.

6.2.13 IlopraTuBHBIE TEXHUYECKHE CPEIACTBAa HE JOJDKHBI OCTaBaThCsl 3a MpeaeiaMu
koHTpospyemort 30H6I [ BOY Ne74 nomnbiie, yem Toro Ttpedyer ciaykeOHas HEOOXOIMMOCTD,
€CJIM MHOE He onpeneneHo pykoBoactBoMm ['BOY No74.

6.3 be3onacHocTh mpu padoTe ¢ HOCUTEJIAMHU MH(OPMAITUU

6.3.1 BI'BOY Ne74 nomxHBI COOMIOAATHCS MEPBI TT0 6€30MmacHoi paboTe C AIEKTPOHHBIMHU
HOCHUTENSIMU HMH(OpPMAIlMM C LEJIbI0 KOHTPOJS HMX HCIONb30BAHUS, A1 MPeJOTBpAIICHUS
HECAaHKLIMOHHPOBAHHOTO KOIMPOBAHUSA W Pas3rialleHus 3alluiaeMoil MHGOpMaIuu, BHECEHUS
W3MEHEHUH WM YHUYTOXKEHHsI yKa3aHHON HH(GOpMaluu, a Takke BHECEHUS H3MEHEHHH B
paboty nHOOPMAITMOHHBIX CUCTEM.

6.3.2 Pab6otauku I'BOY Ne74 noDKHBI HCIOJIB30BAaTh AJICKTPOHHBIE HOCHUTEIH
nH(pOpMallMd TONBKO JJIS BBINOJHEHHUS CBOMX CIyXeOHBIX oOs3aHHOCTEH. Mcmonb3oBaHue
3JEKTPOHHBIX HocHuTenel nHdopmaruu B 'bOY Noe74 B MHBIX MENSIX CTPOTO 3alPEIeHO.

6.3.3 Dnexrponnsle HocuTenu uHbopmanuu B ['BOY Ne74 moimkHBI OBITH YUITEHBI ITyTEM
MIPUCBOCHHUS KaXKJIOMY HOCUTENIO MHBEHTAPU3alMOHHOTO HOMEpa 1 Ha3HaueHUs BiaJiesblia.

6.3.4 DieKkTpoHHbIE HOCHUTENH WH(GOPMALMU JOJKHBI XPAHUTHCA B MOMEUICHUSX,
uckioyaronux noixydenue k auM HCJI, mpu 3ToM omkeH ObITh 0OecrieueH KOHTPOJIb JOCTyma
K HOCUTEIISIM.

6.3.5 [Ins KOHTpPOJIS MPOLECCOB HMCIOJIb30BAaHUS M XPAHEHHUS 3JIEKTPOHHBIX HOCHUTENEH
nH(pOpMalUY AOKEH OBITh pa3paboTaH MOPSAIOK MIIAHOBOW MHBEHTApU3AIMH HOCUTENEH.

6.3.6 B ciryyae kpaky WJIM TIOTEPHU JIEKTPOHHBIX HOCUTENIEH HHPOPMAIINH, a TAKKe MHBIX
WHIUACHTOB, KOTOPhIE MOTYT MPUBECTH K pa3riallleHuI0 3alIMIaeMoi HHPOPMAIIH, JTOJKHBI
MIPOBOAUTHCS] MEPOTIPUSTHS TIO PACCIETOBAHUIO YKA3aHHBIX UHIMICHTOB.

6.3.7 Ilpu CHATHM AIEKTPOHHOTO HOCUTENSI MH(GOPMAILIUU C IKCIIyaTalliu, BCE JAaHHBIE,
XpaHsIIecs Ha HeM, JIOJDKHBI ObITh TAPAHTHPOBAHHO CTEPTHI.
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6.3.8 [Ipn yTunu3amuu SIEKTPOHHBIX HOCHUTENeH WH(OpManuu J0JKHA OBITh
o0ecrneyeHa HeBO3MOXKHOCTh BOCCTAHOBJICHHS 3alIMUCAaHHON Ha HUX WH(OPMAIIUH.

6.3.9 ®@akT yHUYTOKEHHS UWHGPOpPMALMKU U YTHWIM3AIMU HOCUTENS HH(OpMau
(bUKCUpyeTCs B COOTBETCTBHUHU C MOPSIIKOM, YCTaHOBIECHHBIM B [ BOY Ne74,

6.4 Texnnueckoe 00cay;KUBaHUE 000PYA10BAHMS

6.4.1 Texuuueckue cpeactsa Bcex cucreM ['BOY No74 nomkHBI TPOXOAUTH Ha
pPETyJISIpHOII OCHOBE CEpBHUCHOE OOCITY>XKMBaHHE B COOTBETCTBHM C PEKOMEHIAIMSIMHU
Mpou3BoOIUTENIeH 000pYA0BaHUS.

6.4.2 PeMOHT U cepBUCHOE O0CITy>)KMBaHHE O0OOPYIOBaHUS JOJKHBI BBITOJHATHCS TOJIBKO
KBTH(UIIUPOBAHHBIM TIEPCOHATIOM.

6.4.3 Texnuueckoe 00cIy>KMBaHUE 00OPYIOBAHUS U CUCTEM CTOPOHHUMHU OPTaHU3AIUIMHU
HE JIOJDKHO MPUBOAUTD K PUCKY HAapYyIIEHUS KOHPHUASHINATHHOCTH 3alIMIAeMOi HH(OPMALINH.

6.5 BzanmopeiicTBue ¢ TPETbUMM JIMIIAMM

B nemsx obecnieuenust napopmanronnoi 6ezonacHocty ' bOY Ne74 npu B3aumoeiicTBUA
C TPETHUMH JIUIIAMU JIOJKHBI BBITIOIHATHCS CIIETYIOIINE MEPOTPUSITHS:

— 3aKJII0UYEHHE COTJIAIIEHUS O HEpa3TalleHn KOHQUASHIIMATbHOM HH(OpMAaLINK;

— KOHTPOJIb 32 IEHCTBUSIMU TPETHUX JIUII;

- B JIOTOBOpax C TPEThUMHM JMIIAaMU TpeaycmarpuBaTh mnpaBo ['BOY No74 nHa
MpoBeJIeHUE ayauTa oOecrieueHrus 0e30MacHOCTH TOW MHQOpMAINK, KOTOpas mepeaaercs
TPETHUM JIUIIAM.

6.6 YnpasjieHue ;KU3HEHHBbIM IUKJIOM HH(OPMAINUOHHBIX CHCTEM

6.6.1 MepomnpusaTisi TO YIOPABICHUIO >KU3HEHHBIM IIUKJIOM aBTOMAaTHU3UPOBAHHBIX
MH(OPMALIMOHHBIX CHUCTEM JOJKHBI OBITh HaIpaBlIeHbl Ha obecreueHue HH(POPMAIIMOHHOM
0€30MacHOCTH TpU BBOJE B JCHCTBUE, SKCIUTyaTallud, COMPOBOXKICHHUH M MOJEPHU3AIINH,
BBIBOJIa U3 KCIITyaTalluu HHPOPMAIMOHHBIX CUCTEM, aBTOMATU3UPYIOIIUX JesTenbHOCTs [ BOY
Ne74

6.6.2 OcHOBOW npu BRIOOPE WIIH pa3pabOoTKe HHPOPMAITMOHHBIX CHCTEM JIOJKHBI SBIISITHCS
TEXHUYECKHE 3aJaHusi, cojepxamue TpeOoBaHUS WHPOPMAIIMOHHON Oe30MacHOCTH Ui
MH(OPMAIIMOHHBIX CHCTEM.

6.6.3  Jlroboe mIaHHpyeMO€ K BHEIPEHUI0O HM3MEHEHHE HH(POPMAIIMOHHON CHUCTEMBI
IpeBapUTENHHO JOJKHO OBITH MPOTECTUPOBAHO HA COBMECTUMOCTb M OTCYTCTBHE HAPYIICHHIA
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMITOHEHTOB.

6.6.4  PaboThl 10 MOJIEPHU3AIMK aBTOMATH3UPOBAHHOW MH(POPMAIIMOHHON CUCTEMBI, B
TOM YHCJIE TI0O YCTAaHOBKE MPOrPaMMHOT0 00ecrieueHrs 1 OOHOBIIEHUH, TOKHBI IPOBOJIUTHCS B
Hepabouee BpeMsl Ui BpeMsl HauMeHbIIIel pabodeil Harpy3KH.

6.6.5  Ilpu BbIBOJIE U3 AKCILTyaTallMd aBTOMATHU3UPOBAHHBIX HHPOPMAIIMOHHBIX CHCTEM
JOJKHO OOeCneunBaThcs TapaHTUPOBAHHOE yAalleHHEe oOpabaThiBaeéMOl M XpaHUMOM B HHUX
uHGOpPMaIlMU C HCIMOJB30BAaHUEM CIIEIUATU3UPOBAHHBIX MPOTPAMMHBIX CPEACTB WU MyTEM
(hU3MYECKOTO YHUUTOXKEHHS HOCUTeNeld nHbopMaIuu.

6.6.6  Bce npouenypbl obecrnieueHusi HHOOPMAITMOHHOW 0€30TaCHOCTH, YCTaHOBJICHHBIE
B ['BOY Ne74 B oTHOmeEHHMHM HWHPOPMAIMOHHBIX CHUCTEM, JOJDKHBI BBITIOJHITBCA |
KOHTPOJIUPOBATHCSI OTBETCTBEHHBIMU 32 HH(GOPMAIIMOHHYIO O€30MaCHOCTh JIUIIAMHU.

6.7 AHTHBUpYCHAsI 3a1MTA

6.7.1 B umensx mpenynpexacHus, OOHapyXEHUS M YCTPAaHEHUS BPEIOHOCHBIX
nporpamm B ['BOY Ne74 Ha mNOCTOSHHOM OCHOBE JOJKHBI HCIOJIB30BAThCS CPEICTBA
AQHTUBUPYCHOMN 3aIUTHI.

16



6.7.2  OO06s3aTeNbHOMY AaHTHBUPYCHOMY KOHTPOJIO JIOJDKHA TOJUIekKaTh Jro0as
uHdopmarus (TekcToBble (DailiIbl JFOOBIX (opMaToB, (Gailibl JaHHBIX, UCIIONHIEMBIC (aiibl),
nojlyyaeMasi M IepeiaBaeMas IO TEeJIEKOMMYHUKAIIMOHHBIM KaHajaM, a Takxke HHQopMmarius,
XpaHuMas Ha MOJKII0YaeMbIX ChEMHBIX HOCUTEINSX, MPU HEMOCPEICTBEHHOM OOpaIlleHHH K Hel.

6.7.3  Ilpm ycraHoBKe MHpOrpaMMHOro OOECIeueHHss Ha cepBepbl HMH(POPMAIIMOHHBIX
cucteM AIIP unm ux OOHOBIIEHHMH JOKHA AaBTOMATUYECKH BBIMONHSITHCS IPEABAPUTENIbHAS
IpoBepKa JAHHOTO  MPOrPaMMHOTO oOecrieyeHuss Ha OTCYTCTBHE  BPEIOHOCHOTO
IPOrpaMMHOTO OOecTIeueHusl.

6.7.4  CurHatypHble  0a3bl  BPEJIOHOCHOTO  MPOTPAMMHOTO  OOCCIEYCHHS |
AHTUBUPYCHBIE CPEJICTBA 3AIUTHI TOJKHBI PETYIISIPHO OOHOBIISATHCS.

6.7.5 [Tonws3oBarenu wuHpopManuoHHbIX cucTteM ['BOY No74 He HOMKHBI HMETh
BO3MOXKHOCTH TOJTyY€HHUs TOCTyNa K KOHPUTYpallUd aHTUBUPYCHOTO CPE/ICTBA 3AIIUTHI WM €T0
OTKJIFOUEHHUSI.

6.7.6 B TI'BOY Ne74 HeoOXOIMMO OIpEACTUTh MPOUeaAypy IS OOpabOTKH |
BOCCTAHOBJICHHSI MHQUIIMPOBAHHBIX TAHHBIX M OTCIICKUBAHUE UCTOYHHKA 3aPAXKEHUSI.

6.8 KonTpoub 1octyna k ”H(pOPMAIMOHHBIM CHCTEMaM

6.8.1 Bce paboramku I'BOY No74, nomymieHHbie K padoTe ¢ MHPOPMAIIMOHHBIMU
CHUCTEeMaMH HECyT MEepPCOHAIbHYI0 OTBETCTBEHHOCTh 3a HApPYIICHHUS YCTAaHOBIECHHOTO TMOpSIKa
0o0paboTku nHpOpMalMK, MPaBUI XpaHEHUS, UCTIOIB30BAaHUS U Mepefayud, HaXOIIINXCS B UX
pacTopsHKEHUH 3alUIIAEMbIX PECYPCOB CUCTEMBI.

6.8.2  VYpoBeHb MOJHOMOYHMH TMOJB30BaTelsd B HHGopMarmonHoi cucteme ' BOY Ne74
JOJKEH OMNpeNessThCsi B  COOTBETCTBUHM C €ro  JIOJDKHOCTHBIMH — OOS3aHHOCTSIMH U
IPOU3BOJICTBEHHON HEOOXOUMOCTHIO.

6.8.3 Joctyn momnw3oBarenedi k wHbopManuoHHBIM cucteMam ['BOY Ne74 nmomxken
KOHTPOJIMPOBATHCSI OTBETCTBEHHBIM MO O€30MaCHOCTH.

6.8.4  OcyliecTBieHHE PETryJISIPHOTO KOHTPOJS BBINOTHEHHS TMOIUTUK M HWHBIX
JIOKYMEHTOB, KacamIIuXcs periaMeHTaluu  jgomycka pabotHukoB ['BOY  Ne74  k
UHGOPMAIMOHHBIM CHCTEMaM.

6.9 UnenTnduxanusa u ayreHTHpuKanus

6.9.1 Jloctynm  mosip3oBaTeneit K MHGOPMAIIMOHHBIM  CHUCTEMaM  JOJDKEH
NPEIOCTaBIATHCA TOJIBKO IIOCNI€ YCHEIIHOTO 3aBEpIICHUs MpoUenyp HWIACHTH(PHUKAIUH,
ayTeHTU(UKALUKA U aBTOPU3AIUH.

6.9.2  TlomydeHuwe IMOIb30BaTEIEM HMEHH B CHUCTEME W TApOJIbHOW HWH(OpPMAINH,
KOTOpbIE 00ECIIEUNBAIOT JOCTYT IMOJIb30BATENS K PECYypcaM CHUCTEMBI, JOJKHO OCYIIECTBIATHCS
O MPEICTABICHUIO PYKOBOAUTENEH CTPYKTYPHBIX MMOAPA3IEICHUN.

6.10. be3onmacHoCTh NApPOJIs

6.10.1 C muenpro oOecnedeHHs 3alUThl OT HECAHKIMOHMPOBAHHOTO JOCTyNa K
UHPOPMAIMOHHBIM ~ CHCTEMaM yCTAaHaBIMBAIOTCA TpeOOBaHWS K BBIOOPY  MapOJBHOM
uHbopMaInu, 00ecTeunBaroIIne J0CTATOYHYIO CTENIEHb CTOMKOCTH Mapoiei.

6.10.2 s obecrieueHus KOH(HUICHIIMAITBHOCTH MapoJIbLHON nHpopmarun
MOJIb30BATENI0 3alpellaeTcsl XpaHUTh 3HAUEHHsS CBOMX Mapojieli Ha OyMa)kHOM HOCHUTENE B
OTKPBITOM BUJIE U B CBOOOIHOM JOCTYTIE.

6.10.3 s obecrieueHus KOH(UICHIIMAITBHOCTH MapoJIbLHON nHpopmaruu
MOJIL30BATENSIM 3aMpeliaeTcs rnepeiaBaTh 3HAYCHUS] CBOUX MapoJiei TPEThUM JIUIIAM.
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6.10.4 TIlpm BBOjAE MapoJis IMOJIB30BATENEM ISl TOCTyNa K MH(OPMAIMOHHOW CHCTEME
I'bOY No74 nomkHO UCKITIOYAThCS OTOOPAKEHHE MapOIbHOM HHPOPMAIIMKA HAa SKpaHe MOHHTOpPA
B OTKPBITOM BHJIE.

6.10.5 [TIlponenypa cMeHbl MapojibHOHW HWH(MOpMaANMM B HHPOPMAIMOHHBIX CHCTEMax
I'BOY Ne74 nomxHa TpOBOAUTHCA HAa PETYISIPHON OCHOBE.

6.11 Perncrpanus coObITHIi

OcylecTBiIeHHe PEeTUCTpallud  COOBITHI  0€30MacHOCTM HAa BCEX KOMIIOHEHTaX
nHpopmanmonueix cucreM ['BOY Ne74, B koTOpbIX 00pabaTbIBaeTCs, XPaHUTCS WA TIO
CpeICTBaM KOTOPBIX MepeaaeTcs 3aluinaeMas nHhopMaius.

6.12 Ucnoab3zoBanne CK3U

6.12.1 Pemenue 00 wucnonp3zoBanun CK3W B wuHTEpecax 3amMTBl COOCTBEHHBIX
HH()OPMAITMOHHBIX PECypcoB MpUHHMaeTcs pykoBojacTBoM ['BOY Ne74 B cooTBeTCTBHH C
3aKoHoJaTeNbcTBOM Poccuiickoit deneparum.

6.12.2 TIlpm skcrmyaramuun CK3UW u xmroueBod mHGopManuu Bce coTpyaHuku ['BOY
Ne74  nmomxHBI BBIMOJHATH TpPeOOBAaHUS HOPMATHBHBIX IPABOBBIX aKTOB, H3JaBaEMbIX
(denepaabHBIM OpPraHOM HCIOJHUTENBHON BIacTH B oOyiacTu obecriedyeHUs O€30MacHOCTH,
nokymeHToB ['BOY Ne74 mo obecreuenuro Oe3zonmacHocTH ucrnonb3oBanus CK3U, a Takke
AKCIUTyaTallMOHHOW JoKyMeHTaluu npousBoautens CK3U.

6.13 be3onacHoctb HHGPOPMALIMOHHOM CeTH

6.13.1 VYcraHoBlIeHME  HaQJIEKAIIETO  KOHTPOJS B OTHOIICHHH  JIOKAJIBHOU
BBIYMCIIUTEIILHON CETH M BCEX BHENIHUX MH(POpManuoOHHBIX KomMmyHHKanuid ['BOY Ne74 mms
obecrieueHus 3alUThl JaHHBIX U 3aUThl HHGopMaoHHBIX cucteM ' BOY Ne74 ot HC/I.

6.13.2  JlomkHBI OBITH ONIPE/ICIICHBI IIeJIM UCTIOJIb30BaHus ceTH MHTepHET u TpeOoBaHMs
K Tpoleaype HCHoib30oBaHus pecypcoB cetn Mutepuer. Mcmonb3oBanue cetu MHTepHET
pabOTHUKOB B JIMYHBIX LIEJSAX TOJKHO OBITH CTPOTO 3aMPEIIEHO.

6.13.3 Jloctryn k WHPOPMAIIMOHHBIM CcepBUCaM ceTH VHTEepHeT MpeaoCTaBIsIeTCs
pabotHukam ['BOY Ne74 Tonbko B cilydae MpOU3BOICTBEHHOW HEOOXOIMMOCTH.

6.13.4 TlogkmoueHue K cetd VHTEepHET MOMKHO OCYIIECTBIATHCS TOJIBKO TP
OpraHM3ally 3alllUThl COEJAMHEHHUS IMyTeM YCTaHOBKM MD M cCHeluanbHBIX MPOTrPAMMHBIX
CPEJICTB 3alIUTHI.

6.13.5 PazpemmrenbHble TOJUTHKH JOCcTyna B WHTEpHET MOMKHBI TEXHUYECKHU
pean30BbIBATHCS CIEIMATU3UPOBAHHBIM MPOTPAMMHBIM 00€CIIEUEHHUEM.

6.13.6 KoHTposb uCIONB30BaHUS pPaOOTHUKAMHU pecypcoB cetn HWHTepHET MOomKeH
OCYIIECTBIISATHCS YIIOJTHOMOUYEHHBIMH PAaOOTHUKAMHU Ha MIOCTOSTHHON OCHOBE.

6.14. Ucnosib30BaHue KOPIMOPATUBHOM 3JI€KTPOHHOM MOYTHI

6.14.1 CucreMa KOpHOPATUBHON JIEKTPOHHOM MOYTHI JOJKHA UCTONB30BaThes B [ bOY
Ne74 ¢ uenpio opraHuzanuu OOMEHa AJIEKTPOHHBIMU COOOIICHUSIMH MEXIy paOOTHHKaMH, a
Takke Mexy padotHukamu ' bOY Ne74 u BHemIHIMEU aOOHEHTaMH.

6.14.2 B I'BOY Ne74 nomkHbI OBITH YETKO OIpPEACNICHBI TPEOOBAaHUS K HCITOJIH30BAHUIO
CUCTEMBI KOPIIOPATUBHOMN 3JIEKTPOHHOM MOYTHI.

6.14.3 IlpenocTtaBieHre | MpeKpalieHue JOoCTyna K pecypcaM KOpIOpaTUBHOM
ANEKTPOHHON MOYTHI JJOHKHO OCYIIECTBISTHCS TOJIBKO Ha OCHOBE O(OPMIICHHOM 3asBKH.

6.144 B TBOY Ne74 nomkHO OBITH YCTAHOBJICHO CIICIIMAIIBHOE IPOrPaMMHOE
o0OecrieueHrne, OCYIIECTBISIONIEe KOHTPOJb BCEX BXOASAIIUX COOOUICHWM Ha Halu4ue
BPEIOHOCHOTO MPOTrPaMMHOT0 00eCTIeYeHHS.
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6.14.5 B I'BOY Ne74 nomkHBI OBITH TPEAYCMOTPEHBI MEXaHU3MBl APXUBUPOBAHUS H
pPE3epPBHOIO KOMMPOBAHUS KOPIIOPATUBHON 3JIEKTPOHHOM MOYTHI B aBTOMATUYECKOM PEKHIME.
6.15 Pe3epBHOE KOMUPOBAHNE M BOCCTAHOBJIEHHE JAHHBIX

6.15.1 OcymiecTBiieHHE pe3€PBHOTO KOMMUPOBAHUS JIJISI:

— (haliIOBBIX CEPBEPOB M CEPBEPOB MPUIOKEHHUM, KPUTUUHBIX AJIS JESTENbHOCTH
I'BOY No74;

— OTIEPAIIMOHHBIX CUCTEM (DaiJIOBBIX CEPBEPOB U MPUKIATHBIX IPOTPaMM;

- MPUIIOKEHUN, KPUTUYHBIX 7151 AeaTtesibHOCTH [ BOY Ne74;

— pabovnx JaHHBIX.

6.15.2. Yacrora U peXuM PE3epPBHOTO KOIMHUPOBAHHUS YCTAHABIMUBAIOTCS TaKHMM 00pa3oM,
4TOOBI 00€CTIeYNTh MUHUMAIBHYIO ITOTEPIO0 JaHHBIX U JOTYCTUMOE BPEMsI BOCCTAHOBJICHHS.

6.15.3. Pe3epBHOE KOMUPOBaHUE U BOCCTAHOBJICHUE PECYPCOB HH(GOPMAITMOHHBIX CUCTEM
I'bOY No74 moimkHBI TPOBOAUTH yIOJTHOMOUYEHHbIE paboTHUKH [ BOY No74,

6.15.4. Pe3epBHOE KOMUPOBAHUE JOHKHO OCYIIECTBIIATHCS B aBTOMAaTUYECKOM PEXKUME C
NPUMEHEHHEM CHEIHaTU3UPOBAHHOTO MTPOrPaMMHO-AIIAPATHOTO KOMILIEKCa.

70cHOBHBIE TPEOOBAHUSA K MPOLIECCAM YIPABJIeHNsI MH(POPMAITMOHHO
0€30MaCHOCTHI0

7.1 YnpasjieHue pucKkamu

7.1.1 Bei6op TpeGoBanmii 110 HHPOPMAIIMOHHOK 0€30MacHOCTH W 3alTUTHBIX MEXaHU3MOB,
MpPUMEHSIeMbIX B cucTeMe HWH(OpPMAalMOHHOW Oe30macHOCTH, JODKEH OCHOBBIBATHCA Ha
MPOBEJICHUN aHAIM3a PUCKOB HApyIIEHUs OCHOBHBIX CBOMCTB Oe30MacHOCTH Il Hambosee
KpUTHYHBIX HHPOpManoHHBIX pecypcoB [ BOY Ne74.

7.1.2 OcHOBOW OIICHKHM PHCKOB JOJ/OKHA OBITh OIIEHKA YCJIOBUH M (PaKTOPOB, KOTOpHIS
MOTYT CTaTh MPUYMHOM HApyIIEHUS CBOICTB IEOCTHOCTH, KOH(DHUIECHIIMAIBHOCTH H
JOCTYITHOCTH JJI pecypcoB nHpopMannoHHo# cuctemsl [ BOY No74.,

7.1.3 PesynpTaTroM TpOBEACHHs] aHaIW3a PHCKOB JIOJDKEH OBITh KOMILUIEKC Mep,
HaMpaBJIEHHBIX HAa CHWKEHUE BO3MOXKHOTO HETaTHMBHOIO BIIMSHUSA Ha OCHOBHYIO AESTEIHLHOCTD
AIIP mpu peanu3anuu TOW WJIM WHOW yTrpo3bl W OOECIEYMBAIOIIMX JIOCTATOYHBIA YPOBEHB
3aIUIIEHHOCTH HHpOopMaIoHHBIX cucTeM ' BOY Ne74,

7.2 YnpasjieHue HHOUAEHTAMHU HHPOPMAIMOHHOMH 0€30MacCHOCTH

7.2.1 Hnsa oOGecriedenuss 3¢G(HEKTUBHOTO pasperieHus WHIUIACHTOB HH(POPMAIIMOHHON
o6e3onacHoct B 'BOY Ne74, MuHUMHU3AIMK TOTEPh W YMEHBIICHUS PHCKAa BO3HHUKHOBEHUS
MOBTOPHBIX HMHIMJEHTOB JIOJDKHO OCYHIECTBIATHCA 3(()EKTHUBHOE yNpaBieHHE HHIUICHTAMU
nH(pOpMaAIMOHHOM 0€30MMacCHOCTH.

7.2.2 Jlnsg ynpaBiieHHWs WHIMJICHTaMH WHOOPMAIMOHHOW OE30MacHOCTH JOJDKHA OBITh
CO3/IaHa CHCTEMa yd4eTa MPOU3OUISAIINX UHIUICHTOB, KOTOpas MpeJCcTaBiseT co00il KOMILIEKCe
CPEICTB U MEPONIPUATHUH 17151 cOOpa U KOHCONMUAAUU HHPOPMAIIUU 00 UHIIUICHTAaX.

7.2.3 B OTHOLIEHUU KaXXAOTO IMPOU3OUISAIIET0 WHIMACHTA JOHKEH BBIMOJIHATHCA €ro
aHayu3 U pa3padoTka 3QPEeKTUBHBIX MEP pearnpoBaHUs Ha JAHHBIN UHIIUJCHT.

7.3 MOHUTOPHUHT TEKYIEro YPOBHSI HH(POPMAIIMOHHOM 0€30IaCHOCTH

7.3.1 [Ins oGecniedyeHus: BBICOKOTO YPOBHSI KOHTPOJISI B OTHOIIEHUH CHCTEMbI 00eCTieUeHUs
nHpopmanmonHoit 6e3onmacHocTd B ' BOY No74 Ha mMOCTOSIHHOW OCHOBE JOJIKEH MPOBOJIUTHCS
KOMIUIEKCHBIA aHAJIW3 CYIIECTBYIOIIMX 3alUTHBIX MEXaHU3MOB U BO3HUKAIOIIMX HWHIUICHTOB
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nH(OPMaIIMOHHON 0E€30MacCHOCTH, a TaK)Ke MEPUOAMUYECKUN ayIuT BCel CUCTEMBbl 00ecreueHus
nH(pOpMaAITMOHHOM 0€30MMaCHOCTH.

7.3.2 Ilpomecc MOHUTOPWUHTA CHCTEMBI OOecredeHHs] MH(POPMAIIMOHHON Oe30MacHOCTH
JOJKeH BKITIOYATh B €0l KOHTPOJIb OPraHU3AIIMOHHBIX U TEXHUYECKUX 3alIUTHBIX MEp, aHAIU3
napaMeTpoB KOH(PUTypaluu 1 HACTPOUKH 3aIIUTHBIX MEXaHU3MOB.

7.3.3 Ilpu m0OpoBeAECHWU KOHTPOJIBHBIX MEPONPUATHUNA, CBSA3AHHBIX C  OILIEHKOH
(¢byHKIMOHUpOBaHUs 3anUTHRIX Mep B ['BOY Ne74, ymomHomMoueHHBIE PAaOOTHUKH JOJIKHBI
MIPUIEPKUBATHCS CIAEAYIONINX MTPUHIIUIIOB:

- He HapymaTh (GYHKIMOHUpOBaHUE TeKyleh aestenpbHocTH [[BOY No74;

- JIEUCTBOBATh B COOTBETCTBMM C BHYTpeHHUMH JokyMeHTamu ['BOY Ne74 mo
nH(pOpMaIMOHHOM 0€30MacHOCTH;

— HE CKpbIBaTh (PaKThl BBISBICHHBIX HWHIUACHTOB M HapylleHHH TpeOoBaHUi
nH(pOpMaIMOHHOM 06€30MacHOCTH;

— OoQOpMIIITH ~ OTYETHI, TOJATBEP)KIAIONINE BBIOJHEHUE MEPONPUSATUH 110
obecrnieueHn0 HHHOPMAITMOHHONW O€30TTaCHOCTH.

7.3.4 Uudopmanus, moydeHHass B X0JIe IPOBEICHHUS KOHTPOJIHUPYIOUUX MEPONPHUATHH O
NEHCTBUAX, COOBITUSAX U MapaMeTpax, UMEIONINX OTHOIIEHHE K (PYHKIIMOHUPOBAHUIO 3alIUTHBIX
Mep, TOJDKHA KOHCOJUAMPOBATHCS M XPAHUTHCS B MECTaX, MCKIIOYAIONIMX MMOJyYeHHE K Hei
HECaHKIMOHUPOBAHHOTO JJOCTYTIA.

7.3.5 MOHUTOPUHT J@HHBIX O 3apETUCTPUPOBAHHBIX COOBITHAX HH(POPMAIIMOHHON
0€30MacCHOCTH JIOJDKEH MPOBOAUTHCS, MO BO3MOXHOCTH, C HCIHOJIB30BAaHHEM BCTPOEHHBIX
MEXaHU3MOB HACTPOWKHM M ayAuTa COOBITUH B MPOTPAMMHBIX U TMPOTPAMMHO-TEXHUYECKUX
Cpe/CcTBax, UCIOIB3YyEMBIX B HHPOpMaMOHHBIX cucteMax [ BOY Ne74.

7.4 Ayaut cucteMbl o0ecriedeHusi HHPOPMALMOHHON 0e301aCHOCTH

74.1 B 1memsax OIEHKH TEKyImero YpoBHA HH(OpPMAlMOHHOW  0€30macHOCTH
ynosiHoMo4eHHbIe paboTHUKH ['BOY Ne74 Ha perynspHON OCHOBE JOJDKHBI MPOBOIUTH AyJIUT
nH()OPMAITMOHHONW 0€30MMaCHOCTH.

7.4.2 BHyTpeHHUE ayIuThl WM CaMOOLIEHKH JIOJDKHBI BBIMONHSATHCS, 11O BO3MOXHOCTH,
pabotHukamu ['BOY Ne74.

7.4.3 Pe3ynbTaToM BBINTOJTHEHHUS ayJAWTOB MO MH(POPMAIIMOHHON OE30MaCHOCTH JOJIKHBI
CTaThb OTYETHl O BBHINOJHEHHOM ayauTe UWHGOPMAIMOHHON O€30MacHOCTH, KOTOpHIE
paspabaTsiBatoTcs crienranuctamu ['bOY No74.,

7.4.4 Tlo pe3ynpTaTaMm ayauTa YIOJIHOMOYEHHBIE PAOOTHUKH M OTBETCTBEHHBIE
noapasaenenus ['BOY Ne74 moipkHBI ompenenuTs JIeHCTBHS, HEOOXOIUMBIE IS yCTPAaHCHHS
0OHapyXKEHHBIX HECOOTBETCTBUI B MPOIIECCE AYAUTA U BbI3BABILIUX UX MPUYHH.

7.5 YnpasjieHue nepcoHaJIoM

7.5.1  OpraHm3aiys Takoro Ipoliecca YIpaBlIeHUs MEPCOHAIOM, KOTOPBIM OOeCreyuT
JOBEpUTENIbHOE  OTHOIIEHHE K pabdOTHUKaM, a Takke OpraHu3yeT KOMILUIEKCHOE
MPOTHUBOJICHCTBHE yTrpo3aM HHPOPMAIIMOHHON 0€301MacHOCTH, HCXOASIIMM OT Tiepconana ['bOY
Ne74.

7.5.2  BolmonHeHue 00s3aTeNbHBIX MPOBEPOK MpPU TMPUEME HOBBIX PAOOTHUKOB Ha
paboTy C TOYKH 3pEHHS JOCTOBEPHOCTH COOOIIAEMBbIX MMM JAHHBIX M C MO3UIUU OICHKU UX
po(hecCHOHANBHBIX HABBIKOB.

7.5.3  Opranuzanus paOoThl B HaNpaBlIC€HUH TMOBBIIICHUS OCBEAOMJICHHOCTH U
o0ydeHust B 06act HHMOPMAITMOHHOM 0€30MMacCHOCTH.

7.5.4 [ToBeImeHne ocBegoMIIeHHOCTH paboTHUKOB ['BOY No74
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- o cymectByomuM B 'BOY No74 monutukam nHGpOpMaIMOHHON 6€30TaCHOCTH;

- o npuMensieMbiM B 'BOY Ne74 3amutHbiM Mepam;

— 0 TPAaBUIBHOMY HCIOJb30BAHUIO 3aIIUTHBIX MEP B COOTBETCTBHH C
BHYTpeHHUMH JIokyMeHTaMu ['BOY No74.

8 3akirouenue

8.1 Hacrosmas Ilonutuka sBhIgeTcs BHYTpeHHHM jJokyMeHToM [BOY No74,
OOIIEeTIOCTYITHOM U MOJIJIEKUT Pa3MEIeHUI0 Ha O(PUIIMAaTFHOM CaliTe THMHA3UU.

8.2. Hacrosimas [Tonutrka mouiesKuT U3BMEHEHHIO, IOTIOIHEHUIO B CIIy4ae MOSBICHUS
HOBBIX 3aKOHOJATENbHBIX aKTOB U CIIELUaJIbHBIX HOPMAaTHUBHBIX JOKYMEHTOB M0 00paboTKe
U 3alliTe MEePCOHANbHBIX JaHHBIX, HO HE Peke OJHOro pa3a B Tpu rozaa. Ilpu BHeceHuu
M3MEHEHUH B aKTyalbHOW pelaKIMM yKa3blBaeTCs JaTa rmocienHero oOHomieHus. Homas
penakius [lomuTuky BCcTymaer B CHJIy C MOMEHTAa €€ pa3MEIIeHHs, eClIH HHOE He
perycMOTpeHo HoBOM penakiueit [lonutuku. JleicTByromas peqakius BCeraa HaXoauTcs
Ha cTpanwuile no aapecy: 074@shko.la

8.3. Kontpons ucnomHeHuss TpeOGoBaHmi HacTosmed [loauTukM ocymiecTBiIseTCs
OTBETCTBEHHBIM JIUIIOM 3a obecrieueHrne 0e30MacHOCTH ePCOHANBHBIX JaHHbBIX.

8.4. OtBeTCcTBEHHOCTh MOKHOCTHBIX Jull ['BOY Ne74, umerommux poctym K
KOH(UIEHINATbHON HH(OpPMAaILIUY, 32 HEBBIIOJIHEHHWE TPEOOBAHUN HOPM, PEryIHPYIOMINX
00paboTKy W 3amuTy MH(POpPMAIUH, ONPEAENeTCS B COOTBETCTBUHU C 3aKOHOJATEILCTBOM
Poccuiickoit @enepanuu 1 BHyTPEHHUMHU JOKYMEHTaMH aIMUHUCTPALIUY THMHA3HH.
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